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Abstract

The development of watermarking schemes in the literature is generally guided by a power

constraint on the watermark to be embedded into the host. In a steganographic framework there is

an additional constraint on the embedding procedure. It states that, for a scheme to be undetectable

by statistical means, the pdf of the host signal must be approximately or exactly equal to that of

the stegotext. In this work we examine this additional constraint when coupled with Distortion-

Compensated Dither Modulation (DC-DM). A lattice-based analysis of the embedding scheme

Stochastic Quantization Index Modulation (SQIM), which automatically meets the undetectability

condition under certain assumptions, is presented. Conclusions are then drawn as to which scheme

is preferable given certain channel characteristics.

∗Parts of this work were presented at the International Conference on Digital Watermarking, (IWDW), Sienna, Italy,
September 2005.
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1 Introduction

The term steganography refers to the family of techniques used to hide data within a host multime-

dia signal. Ideally, the corresponding modified signal, referred to as a stegotext, is perceptually and

statistically indistinguishable from the host. The classical representation of steganographic communi-

cation is given by the prisoners’ problem [1]. Alice produces a stegotext using the message that she

wants to communicate and a given host, and sends it to Bob through an insecure communications

channel. Usually, Alice and Bob make use of secret keys for their covert communication. The warden

Wendy monitors the channel between Alice and Bob, and performs a detection test to decide if the sig-

nal being sent includes hidden information by exploiting potential imperfections of the steganographic

method used. This detection procedure is known as steganalysis.

Now, consider the nature of Wendy’s actions. Typically she can be either passive or active. If

passive then a detection test is all that is performed on the received document. If she is active, then

the document is attacked regardless of the outcome of any detection test. In this work we consider

that Wendy is passive but also assume that the transmitted document undergoes a channel distortion

before it is decoded, where the distortion is taken to be additive white Gaussian noise (AWGN), for

the sake of comparison with previous results.

The success of detection tests lies in the location of statistical differences between the host signal

and the stegotext signal. This idea has been formalised by Cachin in [2], where the security of

steganography has been defined in terms of the Kullback Leibler distance (DKL) between the densities

of the host and stegotext signals. The DKL is equal to zero iff the two distributions are equal. The

implication is that a non-negligible value for DKL for any embedding scheme leads to detectable

statistical differences. A major goal of embedding is, therefore, to keep DKL as low as possible, such

that the communication passes unhindered.

We now specify two cases of steganographic communication, namely perfect and non-perfect steganog-

raphy. If the embedding is such that DKL = 0 between the host and stegotext densities then we have

perfect steganography. In this case optimal statistical steganalysis will always have a probability of
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error, Pe, no better than 0.5. In non-perfect steganography a small value for DKL is allowed, such

that the results of practical statistical tests are unreliable (c.f. ε-secure steganography in [2]).

Statistical differences are, of course, not the only concern when designing embedding schemes.

As in the related area of watermarking, it is also desired that the rate of communication be as high

as possible. The capacity of the AWGN watermarking channel, see e.g. [3, 4], can be achieved using

Costa’s codebook [5]. This calculation is not straightforwardly applicable to steganography however, as

the issue of security is not included in that analysis. In the work of Moulin and Wang [6], the capacity

of steganographic communication scenarios is rigorously examined although particularised for binary

symmetric channels with Hamming distortion distances. One of the main starting points in this work

is that, for steganography capacity calculations, the usual power constraint must be accompanied by

a probability density function (pdf) constraint which, for perfect steganography, requires that the

DKL = 0.

Considering only the power constraint at the encoder for a moment, it has been shown that Dis-

tortion Compensated Dither Modulation (DC-DM) [4] (or equivalently, for scalar lattice quantization,

the scalar Costa scheme [3]) has an achievable rate close to the capacity of the AWGN channel. It

was also shown in [7] that DC-DM can never conform to the restrictions of perfect steganography.

However, it is well known that DC-DM requires the optimisation of a parameter, α, for a given noise

power over the channel. This parameter can also be tuned for the purposes of reducing the value of

DKL, such that non-perfect steganography is still possible. Several authors have adopted this approach

in the past [8, 9], where, assuming that the key is leaked to an attacker, α was taken to have a value

of 0.5. Here, in the case where the key has not been leaked, we will show that this is not necessarily

the best value. We indicate, using Stein’s lemma [10], the optimal value for Alice to choose, such

that practical statistical tests have a probability of error close to 0.5, and the rate of communication

is simultaneously maximised over the AWGN channel. We will also use Stein’s lemma to show the

penalty in achievable rate incurred under this approach.

Given that DC-DM is an approximation to Costa’s discrete codebook, the question arises of

whether or not there exists an analogous codebook for the steganographic channel. A promising
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scheme is that of stochastic quantization index modulation (SQIM), proposed by Wang and Moulin [8].

Unlike DC-DM where the codewords are fixed, SQIM uses non-fixed codewords to improve security.

Subject to the flat host assumption, the codebook is then formed from the same density as the host

pdf and thus statistical steganalysis on SQIM will fail. Here we present an analysis of SQIM and

illustrate its performance compared to that of Dither Modulation (DM) [4], showing explicitly the

penalty in performance incurred by maintaining security.

Using a lattice based analysis of SQIM, explicit formulae for the achievable rate of the scheme, as

the noise power tends to 0 and ∞, will be derived. For the case in which the noise power is increasing

it will be seen that the rate falls off very steeply, while under low noise conditions the rate is quite

high. This leads to some conclusions about which of the two embedding schemes examined should be

used for communication through a given channel.

It will be seen that in the cases where the rate of SQIM is quite low, communication with DC-DM

will have, simultaneously, a high rate and a high detection error probability. This then leads to the

conclusion that, for steganographic purposes, it is preferable to use DC-DM in high noise conditions

and SQIM in low noise conditions.

The paper is organised as follows. Section 2 is devoted to setting out the problem and the notation

we adopt. An analysis of DC-DM with non-perfect steganographic constraints at the encoder is

presented in Section 3. Section 4 contains an analysis of SQIM and Section 5 provides a summary of

the implications of the results for steganographic communications. Finally, conclusions are drawn in

Section 6.

2 Problem Set-up

2.1 Notation and Preliminaries.

In this work if a capital letter refers to a random variable or vector, e.g. X, X, then lower case letters

are the respective realisations, e.g. x, x. Individual elements of x are indexed as xj . All vectors are

of length N . The pdf of a random variable X is denoted as fX(·) and the corresponding cumulative
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density function as FX(·). The statistical expectation of X is denoted EX {X} and the differential

entropy of X is denoted as H(X) = −
∫

fX(x) log fX(x)dx. The mutual information between X and Y

is denoted I(X;Y ) = H(X)−H(X|Y ).

We assume that the host, x = [x1, · · · , xN ], consists of a realization of a random vector X formed

by independent identically distributed (iid), Gaussian zero-mean random variables for both ease of

comparison with previous works, and reasons of analytic tractability. Alice may send either x to

Bob, or modify it before transmission to embed b = [b1, · · · , bN ], bj ∈ B, where b is an iid vector,

uniformly distributed over B. The embedding function, G(·, ·), produces a stegotext (watermarked)

vector s = G(x,b), and the watermark w is then given as w , s− x. The embedding process may be

secured by using a pseudorandom symmetric key k, shared by Alice and Bob, and then s = Gk(x,b).

Two important parameters for establishing the working point of the steganographic method are

the host to watermark power ratio (HWR) and the watermark to noise power ratio (WNR). The

HWR is the average power of the host normalized by the watermark power, which can be written as

HWR , E{‖X‖2}/E{‖W‖2} = σ2
X/σ2

W , where σ2
X and σ2

W refer to the variances of the host signal and

watermark, respectively, assuming that W has zero mean. If X and S are independent and zero-mean

then σ2
W = σ2

S − σ2
X . Notice that the perceptual constraints in any data hiding problem impose very

high values for the HWR.

The channel noise v = [v1, · · · , vN ], is assumed to be zero mean AWGN with power σ2
V such that

the received vector y = x + w + v. Correspondingly, the WNR is defined as the watermark power,

normalized by the noise power and is written as, WNR , E{‖W‖2}/E{‖V‖2} = σ2
W /σ2

V .

Some valuable insights into the performance of SQIM are obtained using a lattice based analysis

of the scheme. The analysis adheres to previous work carried out for DC-DM in [11]. As such the

notation of [11] is adopted in this work also.

Some lattice definitions will be needed throughout the paper. Briefly, we have that an N -

dimensional lattice [12], Λ, is partitioned by a sublattice Λ′. A coset representative, denoted c, is

a vector such that a coset of Λ′ is formed as {λ′ + c : λ′ ∈ Λ′}. The set of all cosets of Λ′ in Λ is called

a partition of Λ induced by Λ′. The order of the partition is denoted |Λ/Λ′| = |B|, (i.e. the number of
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cosets) [11]. Let the coset representative corresponding to any b ∈ B be denoted as cb.

With the lattice, Λ, is an associated quantizer, QΛ(·), and a fundamental volume, V (Λ), which is

the volume of the decision region around a point on the lattice. Also we define a Voronoi region as

Φ(Λ) , {x : QΛ(x) = 0}, similarly for Λ′. Finally we define the union of all decision regions around

the points Λ′ + cb as

Vb = {x : ‖x− (λ′ + cb)‖ ≤ ‖x− (λ′ + ci)‖ ∀ λ′ ∈ Λ′, b 6= i ∈ B}. (1)

2.2 Detection Test

Alice transmits either x or s. Because Wendy does not know the origin of the document she receives,

she can only assume it to be an unclassified document z. She must decide if z sent to Bob by Alice

has been drawn either from fX(·) or from fS(·). Assuming that fX(·) is known, then, given G(·), fS(·)

is also known. This becomes a hypothesis testing problem with two choices, the null hypothesis H0 (z

is a host), and alternative hypothesis, H1 (z is a stegotext). The optimal test is the Bayes likelihood

ratio [13],

L(z) ,
fX(z)
fS(z)

H0

≷

H1

P0

P1
· C10 − C00

C01 − C11
, µ, (2)

where Pi, i ∈ {0, 1} represent the a priori probabilities for the null and alternative hypotheses respec-

tively, and Cij the cost of choosing Hi when the true hypothesis is Hj . Letting Cij = δij , with δij the

Kronecker delta function, and choosing the a priori probabilities to be uniformly distributed, gives

the maximum likelihood (ML) test studied here.

It is desirable to relate the predicted outcome of (2) to some performance property of the embedding

process which is directly measurable. One such interesting property is the probability of error in the
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detection test, Pe, defined as

Pe , P (L(Z) < µ|Z ∼ fX) · P0 + P (L(Z) > µ|Z ∼ fS) · P1 =
Pfa + Pm

2
, (3)

where Z ∼ fX is taken to mean that the random vector Z follows fX(·), Pfa represents the probability

of false alarm and Pm , the probability of a miss. A quantity to relate the Pe and the embedding

process, as we will see, is the Kullback-Leibler distance which is defined, in one direction, as

DKL(fX‖fS) ,
∫

fX(x) log
fX(x)
fS(x)

dx. (4)

In general DKL(fX‖fS) 6= DKL(fS‖fX) and DKL(fX‖fS) = 0 iff fX(·) = fS(·).

In [8] the sum of the Kullback Leibler distances in both directions (the J-divergence) was used to

lower bound the error probability in Wendy’s test. Here, we take a different approach through the use

of Stein’s lemma [10], which relates the probability of error in the detection test to DKL. Assuming

that the Pm → 0, this relationship holds true in the limit as N →∞. For N < ∞ and iid elements in

x and s the expression can be written as a bound, which, for Pm = 0, gives

Pfa > 2−NDKL(fX‖fS). (5)

With this Alice can monitor the outcome of Wendy’s test (the bound gives worst case for Alice) and,

potentially, modify the embedding algorithm accordingly.

Finally, for a given coding scheme, host pdf and channel, the achievable rate of communication

can be calculated as [10],

R = I(Y ;B) = H(Y )− 1
|B|
∑
b∈B

H(Y |b). (6)
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3 DC-DM

In this section we analyse DC-DM in respect of the constraints imposed by steganography. Firstly

a brief review of the method is presented. Then the achievable rate of DC-DM with steganographic

constraints at the encoder is examined in the scalar case with |B| = 2.

3.1 DC-DM Embedding Method

DC-DM with uniform scalar quantizers is a practical implementation of distortion-compensated quan-

tization index modulation (DC-QIM) [4]. It has been shown that, for the AWGN channel with side

information at the encoder, DC-DM has an achievable rate acceptably close to the capacity of the

channel [3]. The embedding technique is based on the quantization of the host samples with a dithered

version of a uniform scalar quantizer Q∆(·). We assume that the quantization step ∆ is the same for

all covertext samples. For example, in the case of binary messages the embedding takes place with

two quantizers shifted by ∆/2. In order to embed a binary symbol bj at the host sample xj the

corresponding stegotext sample sj is obtained in DC-DM as

sj = Gkj
(xj , bj) = xj + α [Q∆ (cj)− cj ] , (7)

where cj , xj − kj − ∆ bj

2 , and kj ∈ (−∆
2 , ∆

2 ] is a key dependent dither shared by Alice and Bob

at the jth sample. The distortion compensation factor 0 < α ≤ 1 allows for tuning the method for

optimal robustness to channel noise, assuming that its power is known in advance [3], or alternatively,

for tuning its detectability properties [9, 8], as we will discuss in Section 3.2. DM is a particular case

of DC-DM for which α = 1.

Assuming that the quantization error is approximately uniform and independent from X, the HWR

is for this embedding method is given by

HWR =
12σ2

X

α2∆2
. (8)
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3.2 Optimal DC-DM Detection

In previous works [7] the optimal detection of DC-DM was presented in the presence and absence of a

secret key. Here we limit ourselves to the case of DC-DM in which the secret key has not been leaked

to Wendy, as we deem this to be the more pertinent case for analysis. In terms of the achievable

rate of a particular scheme, the use of a key has no effect but knowledge of k has implications for the

detection test. Given the lack of any knowledge about the key generation, it is reasonable to assume

that the average expression of fS(s|k) over K may be used in (2). This gives

f̄S(s) = EK{fS(s|k)} =
∫

fS(s|k) · fK(k) dk. (9)

The result for f̄S(·) with a uniformly distributed key variable K ∼ U (−∆/2,∆/2], is [7],

f̄S(s) = fX(s) ∗ U

(
−α∆

2
,
α∆
2

)
, (10)

where ∗ denotes convolution. Noteworthy here, is the fact that (10) illustrates that perfect steganog-

raphy is never possible using DC-DM, assuming that Wendy follows the strategy (9). The only case

for which f̄S(·) = fX(·) is when α or ∆ is set to zero. In either case no embedding takes place and the

achievable rate is consequently zero. Notice that other scenarios might differ, for instance, estimation

of k based on selected pairs of the original and watermarked signals, may allow for a different test.

3.3 Achievable Rate of DC-DM

It is well known that the achievable rate of DC-DM depends on the value of the parameter α for a

given noise power [3]. For a given channel the achievable rate is given as

RDC−DM = max
α∈(0,1]

I(Y ;B|k), (11)
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where the maximum is achieved at α = α∗. It was noted in [7] that, for a fixed HWR, the choice of α

is irrelevant in respect of the secrecy of the communication when Wendy uses f̄S(s) in the detection

test. This can be seen from (8) and (10) where the HWR and f̄S(·) are shown to depend on the same

α∆ product. Any value of α can then be chosen by the encoder (i.e. α = α∗), as the HWR constraint

will simply be met by scaling the value of ∆ proportionately. Accordingly the detection test will have

the same Pe for any α, while the rate over the channel is maximised.

However, considering the case of fixed ∆ it can be seen that the previous rationale is no longer

true. This is the more realistic scenario in steganography as the parameter ∆ is required for decoding

whereas α is not. It is assumed here that the only free parameter at the encoder is α. Previous

works [8, 9], assuming a fixed ∆ and that the attacker has access to k, have proposed the value

of α = 0.5. This particular value allows for errorless communication in the absence of noise and

also has the property that the pdf of the stegotext has full support over R, assuming that fX(·) also

does. Considering the case where k has not been leaked to Wendy and will show that α = 0.5 is not

necessarily the optimal value.

Fixing ∆ we will use (5) to set a limit, αmax, on the maximum value of α such that, if α ∈ (0, αmax]

is used at the encoder, the Pe in the detection test will be close to 0.5. Let f̄S(s;α) represent the

average stegotext pdf for a specific value of α. Then DKL(fX(z)‖f̄S(z;α)) is calculated using fX(·)

and (10) for all α ∈ (0, 1] and substituted into (5) to give a value for the Pfa as a function of α. These

values are then substituted into (3) to give Pe(α).

It should be noted that in (5), by reversing the probabilities and correspondingly changing the pdfs,

the theorem remains essentially unchanged. However the bound now depends on DKL(f̄S(z;α)‖fX(z))

with the result that the final probability of error may be different. As such, this case is also calculated

and the final Pe(α) is taken as the minimum of the two results, as this represents worst case for Alice.

We have that,

Pe(α) =
1
2
2−N max{DKL(fX(z)‖f̄S(z;α)), DKL(f̄S(z;α)‖fX(z))}, α ∈ (0, 1] .
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Then αmax is chosen according to

αmax = max
Pe(α)≥(0.5−ε)

α, (12)

where ε is an arbitrarily small number. Due to the nature of the DC-DM transformation an analytic

expression is unavailable for DKL in both directions and the results are only available by numerical

evaluation.

The limited range of α values, α ∈ (0, αmax], is then used to find the constrained achievable rate

of DC-DM according to

RSteg
DC−DM = max

α∈(0,αmax]
I(B;Y |k). (13)

Let the value of α that maximises (13) be denoted α∗Steg. Note that if α∗ = α∗Steg then there is no loss

is achievable rate.

The achievable rates are calculated by substituting the pdfs fY (y|k), fY (y|k, b = 0) and fY (y|k, b =

1) into (13) and (11). The derivation of these pdfs is performed using (7) and the change of variable

theorem, [14] as follows. Assume that message b ∈ B, corresponds to the reconstruction points

denoted as qi,b = i∆ + b∆/|B| for suitable i ∈ Z. Then for x ∈ (qi,b −∆/2, qi,b + ∆/2] we have that

s = x + α(qi,b − x). Using the aforementioned theorem we obtain the following,

fSi(s|b) =
1

1− α
· fX

(
s− αqi,b

1− α

)
, s ∈

(
qi,b −

(1− α)∆
2

, qi,b +
(1− α)∆

2

]
. (14)

The dependence on the bin can then be removed by summing over i, giving fS(s|b) =
∑∞

i=−∞ fSi(s|b),

the conditional pdfs. Finally we can remove the dependence on b by averaging over the message

alphabet (uniformity assumption) and then, fS(s) = (1/|B|) ·
∑

b∈B fS(s|b). Then it can be seen that

fY (y|k) = fS(y) ∗ fV (y). As with the DKL, numerical evaluation is required.

[Figure 1 about here.]
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Now consider Figure 1. Here the achievable rate of DC-DM is plotted as a function of Pe, (or

equivalently α ∈ (0, 1]), for a range of WNRs. The maximum of each curve corresponds to RDC−DM,

with α = α∗. The error probability corresponding to each RDC−DM is marked with an arrow for

clarity. First examine the cases of high WNRs. Here it can be seen that RDC−DM is achieved when

the Pe is approaching 0. This shows that α∗ cannot be used for embedding, meaning a sub-optimal α

must be used, lowering the achievable rate of the scheme. However, when the low WNRs are examined

it can be seen that RDC−DM is obtained within the region where Wendy’s detection test will have a

probability of error close to 0.5. Now, assuming that a given Pe > 0.5− ε is acceptable to Alice, it can

be observed that there will be no loss in the achievable rate due to the steganographic constraint, and

choosing α∗(= α∗Steg) for embedding will not allow any significant advantage in the detection test.

[Figure 2 about here.]

Figure 2 shows a plot of RSteg
DC−DM alongside RDC−DM for binary scalar DC-DM. There is an evident

loss in the achievable rate in the high WNRs whereas at low WNRs the rate is equal for both cases.

This is due to the fact that at very low WNRs the value of α∗ approaches zero while it tends to

1 as the WNR → ∞ dB. Of course the increasing α∗ means that DKL also increases, reducing the

detection error probability. In the RSteg
DC−DM curve, α∗ = α∗Steg for WNRs below about a threshold of

approximately −10 dB. Above this threshold, α∗Steg = αmax 6= α∗ is used in the embedding.

Finally, in Figure 3, some plots of the parameter α are presented. Firstly Costa’s α, [5], is plotted.

Alongside this is the optimised parameter for DC-DM, α∗, and finally α∗Steg.

[Figure 3 about here.]

[Figure 4 about here.]

4 Stochastic QIM

We have seen in Section 3 that the achievable rate of DC-DM is reduced under steganographic con-

ditions. Recently however, a data hiding scheme has been proposed which approximately conforms
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to the perfect steganographic constraints imposed at the encoder. Stochastic QIM is a side informed

embedding technique [8] which, under the flat host assumption, maintains fS(·) = fX(·). In the fol-

lowing section SQIM is analysed and the penalty in performance incurred by the secrecy condition is

quantified.

It will be seen in the course of this analysis that the achievable rate curve for SQIM falls off quite

quickly as the noise power increases. Also it will be seen that the achievable rate of the scheme is

bounded by that of DM [4]. Finally, a lattice based analysis of SQIM is presented, following the work

of Pérez-González [11]. This leads to explicit expressions for the achievable rate of the scheme as the

noise power tends to zero and infinity.

4.1 SQIM Embedding Method

We extend, in this section, SQIM to a general lattice. The embedding can be summarised as follows.

Firstly, the host space is tiled with a lattice Λ and partition Λ′, with |Λ/Λ′| = |B|. We now have

that any b ∈ B can be encoded using the quantizer QΛ′ and coset representative cb. Now for a given

message B = b, there are two possible scenarios for embedding, depending on the location of x.

Firstly assume that x ∈ Vb, from (1). In this case x already forms a required codeword as

QΛ′+cb
(x) = λ′ + cb, so s = x is transmitted by the encoder. Next consider that x /∈ Vb. In this case

a watermark must be added to x to communicate b. This watermark in turn consists of two parts,

namely a quantization error given as QΛ′+cb
(x) − x, and an additional stochastic element, D, which

is used to maintain the pdf of s equal to that of x. Let the decision region around a specific point on

Λ, namely λ′ + cb, be denoted as Vb|λ′ = {x : QΛ(x) = λ′ + cb, ∀ λ ∈ Λ}. Then the pdf of D is given

as fX(x), truncated to Vb|λ′ .

Consider now a set of shifted quantizers given as QΛ′,cb
, QΛ′+cb

, for b ∈ B and any x ∈ RN .

From the above discussion the SQIM embedding procedure can be written as,

s =

 QΛ′,cb
(x) + d(x), x /∈ Vb,

x, x ∈ Vb.
(15)
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where the pdf of the compensation parameter, d(x), is given as

fD(d) =
1

ax,b
· fX((λ′ + cb) + d), d ∈ Φ(Λ), (16)

and ax,b =
∫
Vb|λ′

fX(z)dz with λ′ + cb = QΛ′,cb
(x). For further insights into this embedding method,

a binary scalar analysis of the SQIM watermark is now performed.

4.2 Binary Scalar Embedding

Assume that Λ = ∆Z/2, with Λ′ = ∆Z. Let b = 0 for this analysis without loss of generality. First

consider that that x ∈ Vb=0 = ∆Z± ∆
4 , i.e., x already forms a valid codeword so s = x is transmitted

over the channel. Next, for x /∈ Vb=0, a watermark must be added to x. Assume that Q∆(x) = qi,b=0

for suitable i ∈ Z, as in Section 3.1. Then, from (15)

s = qi,b=0 + d(x), (17)

where, from (16), the pdf of d is given as

fD(d) =
1

ai,b=0
· fX(qi,b=0 + d), d ∈

[
−∆

4
, +

∆
4

)
, (18)

with ai,b defined as

ai,b , P

(
x ∈

(
qi,b −

∆
4

, qi,b +
∆
4

])
= FX

(
qi,b +

∆
4

)
− FX

(
qi,b −

∆
4

)
. (19)

Now assuming that x has equal probability of lying in either Vb=0 or Vb=1 we have, with probability 0.5,

that s = x, and with probability 0.5, that a watermark w is added to x to form s.

Consider now the effect of the above embedding on the pdf of the stegotext. If statistical trans-

parency is to be maintained in the region qi,b=0 ±∆/4, the integral of fS(·) over this region must be

ai,b=0, from (19). This weight is composed of three components, namely ai,b=0/2 formed from host
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points falling in the region already associated with the correct corresponding message bit (i.e. s = x)

and two other portions formed by transformations from the adjacent decision regions, which are equal

in expectation to ai−1,b=1/4 and ai,b=1/4.

We now have that for the embedding to be perfect, the following must hold,

ai,b=0 =
1
2

(ai−1,b=1 + ai,b=1) , i ∈ Z. (20)

In general this is not the case with the result that DKL > 0. However, under the flat host assumption

the difference in weights between adjacent bins is zero and (20) holds as a good approximation if σ2
X �

σ2
W . We adopt this assumption in all further analysis.

Next examine the quantization error given as e = Q∆(x) − x, usually taken to be uniform over

a quantization bin. Here however we have a slightly different scenario. It has been noted that

quantization only takes place if ∆
2 ≥ |x− qi,b=0| > ∆

4 . This gives

fE(e) =


2
∆ , e ∈

 [qi,b=0 −∆/2, qi,b=0 −∆/4)

(qi,b=0 + ∆/4, qi,b=0 + ∆/2]
,

0, otherwise.

Given that the quantization error is independent of D, we have that half of the watermark pdf is

fE(w) ∗ fD(w). This calculation is straightforward but the result depends on the absolute value of x.

This effect is seen to be minimal if ∆2 � σ2
X . In this case an approximation of uniformity in the

quantization bin is adopted in (18), simplifying the analysis considerably. To finalise, the pdf of the

watermark in the case when s = x must be considered. This contributes a Dirac δ-function to fW (·)

to give

fW (w) =
1
2

(δ(w) + fE(w) ∗ fD(w)) . (21)

In Figure 4 an example of the pdf fW (w) for SQIM is presented for the theoretical simplification
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alongside an empirically obtained histogram. Surprisingly, we have that E{w2} = σ2
W = ∆2/12 which

is the same as the DM watermark power [4] and leads to a fair comparison between DM and SQIM.

In terms of achievable rate it results in the fact that SQIM can never outperform DM. This can be

seen by considering the following.

In DM all of the embedding power is used to transmit the message but in SQIM only a proportion

of the same total power in used for the message. The remaining power is used to compensate the shape

of the pdf. To see what this proportion is we can simply compare fD(·) and fE(·) from (21), (the δ-

function in fW (·) contributes no energy). It can be seen that σ2
D = ∆2/96 while σ2

E = 7∆2/96. The

total power is of course the addition of the two variances as both signals are independent. This shows

that in SQIM 1/8 of the embedding power is used in the pdf compensation while the remaining 7/8

is actually used in the message transmission.

To plot the achievable rates, the pdfs of the stegotexts are required for each scheme. Firstly for

SQIM, let fSi(s|b) = fX(s), where qi,b − ∆
2|B| ≤ s < qi,b + ∆

2|B| . Then for the conditional pdfs we have

fS(s|b) =
∞∑

i=−∞
|B| · fSi(s|b), qi,b −

∆
2|B|

≤ s < qi,b +
∆

2|B|
. (22)

It is easy to see then that fS(s) = EB{fS(s|b)} = fX(s). Next the pdf for DM can be seen to be [7],

fS(s|k) =
∑
b∈B

∞∑
i=−∞

wi,b · δ (s− qi,b) , (23)

where the weights, wi,b = 1
|B|
∫ qi,b+

∆
2

qi,b−∆
2

fX(z) dz. The conditioned pdfs follow simply. Convolving each

expression with fV (·) will give fY (·), and the rates are then obtained from (6), by numerical evaluation.

The achievable rates of both DM and SQIM are shown in Figure 5. As can be seen from the plots

that the rate of DM upper bounds that of SQIM, as expected from the previous considerations. Also

note that performance in high noise conditions is very poor for both schemes (unlike the DC-DM

performance, Figure 2). Inspection of (22) and (23) shows that the pdfs of the stegotexts depends on

x. This indicates that the performance of the schemes should be effected by the HWR. Indeed this
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can be seen in Figure 5 where two separate HWRs for DM and SQIM produce two separate rates.

The results indicate that lowering the HWR will improve the rate of communication, a result that is

shown to hold for DC-DM also [14].

[Figure 5 about here.]

4.3 Achievable Rate Analysis of SQIM using Larger Alphabets

Considering multi-dimensional SQIM once again we have that the received signal is given as y =

QΛ′,cb
(x) + d + v, where we have dropped the dependence of d on x, by again assuming that the flat

host assumption holds. Also, without loss of generality assume that x ∈ Φ(Λ′). Now, if we consider

that to simply communicate the message the only term required by the decoder is QΛ′,cb
(x) then d

can also be viewed as a noise parameter. This means that the total noise added during communication

is given as t , v + d with pdf given as

fT(t) = fV(t) ∗ fD(t). (24)

Given that the pdf of the message term is a δ-function on cb we have that the received signal pdf

consists of fT(t − cb), i.e., fY(z|B = b) = fT(z − cb). To remove the message dependence we can

modularise the pdf as follows,

f̃Y(z) =


∑

w∈Λ′ fY(z−w), z ∈ Φ(Λ′),

0, otherwise.
(25)

Now, it has been shown in [11] that the achievable rate can be written as

R = DKL

(
f̃Y(z|b = 0)‖ 1

|B|
∑
b∈B

f̃Y(z|b)

)
. (26)

Before proceeding we let |B| → ∞. This provides two simplifications. Firstly, the Voronoi region of Λ

approaches a δ-function, implying that fD(t) → δ(t), and further that fY(t) → fV(t). Secondly, the
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continuous approximation [11] can be applied to solve one of the integrals in (26), giving

RSQIM =
∫
t∈Φ(Λ′)

f̃V(t) log2 f̃V(t)dt + log2 V (Λ′). (27)

It is important to note that this expression is independent of fX(·). This is as a result of the flat host

assumption and the limit in the alphabet size. This implies that comparison of (27) with the exact

rate for relatively low HWRs (i.e. below approximately 15 dB) will show inaccuracies as the flat host

assumption begins to fail and (27) becomes inaccurate.

This result is general for all WNRs but under specific noise conditions, further simplifications are

possible. Firstly, in low noise conditions the pdf f̃V(·) ≈ fV(·) as most of the area of the pdf lies

within Φ(Λ′). This means that (27) can be approximated as RHigh
SQIM ≈ −H(V) + log V (Λ′), giving,

RHigh
SQIM ≈ log V (Λ′)− N

2
log
(
2πeσ2

V

)
. (28)

To obtain an approximation to the rate in high noise conditions we revert back to the scalar lattice.

It has been shown that pdfs of the form of f̃V (·) in (27) can be represented as a Fourier series [15].

Note that this extended version of f̃V (·) can be viewed as the convolution of fV (·) with a train of

δ-functions on the lattice Λ′. In the frequency domain this convolution is of course a multiplication.

Let the Fourier transform (FT) of fV (t) be represented as FV (f) = exp(−2π2σ2
V f2). The FT of the

δ train on Λ′ is another δ train, this time on the dual lattice, denoted Λ⊥ [12].

Substituting for f̃V (·) this gives

f̃V (t) =
∑

ω∈Λ⊥

FV (ω) ·Π(ω)e−j2πωt, (29)

where Π(f) = 1
V (Λ′)

∑
v∈Λ⊥ δ(f − v) is the FT of a δ train on Λ′. Since f̃V (·) is slowly changing

over Λ′, a convenient approximation is to consider only the low frequency terms, corresponding to
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ω =
{
0, ± 1

∆

}
. After some algebra we have that

f̃V (t) ≈ 1
∆

(
1 + 2 exp

(
−2π2σ2

V

∆2

)
cos
(

2πt

∆

))
. (30)

Now in the calculation of (27) it is seen that the entropy of (30) is required. This integral as it stands

is difficult to solve, but, using the approximation log(1 + x) ≈ x, for |x| small, the integral becomes

considerably simpler. Substituting into (27) we get finally,

RLow
SQIM ≈ 2 exp

(
−

4π2σ2
V

∆2

)
. (31)

The evaluation of (27) for the scalar lattice with |B| → ∞ is plotted in Figure 6 alongside the rate of

the binary scheme, for a fixed HWR = 20 dB. As happens with DM, it is interesting to see that at

high WNRs the rate is significantly improved by using the |B|-ary alphabet but this is not the case at

lower WNRs where the two rate plots converge.

[Figure 6 about here.]

5 Implications for Steganographic Communication

We have seen that in SQIM, communication is impossible if the channel noise is of a high power.

Also, the use of DC-DM is hindered by the need for security over the channel and the choice of Costa

parameter is limited to a certain range. From these results we can draw some conclusions as to which

technique is preferable in a given scenario.

High WNR. Under a low noise power SQIM provides the better option for communication. With

a high HWR, statistical transparency is approximately guaranteed and simultaneously the embedding

scheme has quite a high rate. For example, given a working WNR of 15 dB, a comparison of Figures 2

and 5 shows that the rate of SQIM is approximately 0.73 bits / sample while the corresponding rate

in DC-DM is 0.19 bits / sample. This rate in DC-DM is also subject to an acceptable Pe in the
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detection test (in this case Pe = 0.45), i.e. for this rate DC-DM does not provide complete statistical

transparency. The case is different when the noise power is greater.

Low WNR. As the noise power increases the rate of SQIM drops dramatically. However, DC-DM

has been seen to have a rate that stays acceptably close to the channel capacity curve as the noise

power increases. It is also true that the optimal value of α for embedding in this region approaches

zero as the noise power increases. This has the benefit that as WNR → −∞ dB, the statistical

transparency between the stegotext and host pdfs improves, with a Pe → 0.5, while the achievable

rate remains good. The conclusion is that DC-DM is the preferable coding technique when the channel

is very noisy as both the rate and transparency are acceptable in this region.

6 Conclusion

The issue of robust embedding for the steganographic channel has been examined. It was seen that

the achievable rate of DC-DM is constrained when steganographic secrecy is required. The optimum

value of the Costa parameter α was also seen to be restricted for this channel.

An analysis of an approximately transparent technique called Stochastic QIM is also shown. A

lattice based analysis allowed the derivation of explicit expressions for the achievable rate of the scheme

as the noise power tends to 0 and ∞. It was seen that the achievable rate of SQIM through a very

noisy channel is low, whereas in a less noisy channel the rate is quite high.

A comparison of the performance of the two schemes indicated that when the noise power is strong,

then DC-DM offers the better communication option while under low noise conditions the technique

with the better performance is SQIM.
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Figure 1: R for DC-DM plotted against Pe in Wendy’s detection test as a function of the Costa
parameter α. A range of WNRs are examined. σ2

X = 1.0, ∆ = 1.0, α ∈ (0, 1], N = 105, HWR varies
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Figure 2: R for binary, scalar DC-DM under two scenarios. The first plot (RDC−DM) gives R, max-
imised for all α ∈ (0, 1] while the second (RSteg

DC−DM) gives the constrained value of R maximized over
α ∈ (0, αmax], where the value of ε in (12) is 0.05. The channel capacity (C = 1
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Figure 5: The achievable rate R, for SQIM and DM. Two separate HWRs are plotted to emphasize
the fact that the rate is a function of the host signal power. σ2

X = 1.0.
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Figure 6: R for scalar SQIM for alphabets with cardinality |B| = 2 and ∞. The approximations from
(31) (RLow

SQIM) and (28) (RHigh
SQIM) are also plotted. HWR = 20 dB.
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