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Abstract

We present a previously unavailable study on a general procedure for joint iterative decoding and

estimation of attack parameters in side-informed data hiding. This type of approach, which exploits

iteratively decodable codes for channel identification purposes, has recently become a relevant research

trend in many digital communications problems. An advantage is that estimation pilots are not strictly

required, thus affording in principle the implementation of blind methods able to work close to the

theoretically maximum achievable rate. Such a target naturally requires the use of both near-optimum

side-informed data hiding methods (e.g., DC-DM) and near-optimum iteratively decodable channel codes

(e.g., turbo codes). The attack channels considered in this study are additive independent random noise,

amplitude scaling, and a particular case of fine desynchronization of the sampling grid, whose parameters

are estimated by maximum likelihood at the decoder. The complexity of this task is tackled by means

of the Expectation-Maximization algorithm, relying on the use ofa priori probabilities produced by the

iterative decoding process.
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I. I NTRODUCTION

A crucial watershed in data hiding research has been the realization that, with regard to many important

situations, data hiding is just a particular communications problem with side information at the encoder.

Nevertheless, the data hiding channel is certainly not a conventional one, as proven by the greater variety

of channel distortions (attacks) that may be acceptable —including the intentional ones— compared

to customary communications scenarios. In many communications problems the receiver must learn

adaptively the channel characteristics. This task, known as channel identification, can be undertaken

prior to, or jointly with, the decoding process. In data hiding, channel identification poses an important

challenge due to the diversity of transformations that the transmitted (watermarked) signal may undergo.

As satisfactory answers to fundamental problems such as the data hiding capacity have already been found,

solutions to the identification issue become more necessary than ever. Accordingly, the main objective

of this paper is to delve into the identification of the watermarking channel by means of parameter

estimation.

Occasionally, identification is unnecessary despite the fact that the channel parameters are not com-

pletely specified to the receiver. For instance, in noncoherent detection the communications system is

insensitive by construction to certain parameters modifying the channel output —typically a phase delay.

In a broad sense, as already suggested in [1], we may analogously deem data hiding schemes invariant to

certain transformations to be noncoherent. Examples of this type of data hiding system are some proposals

for counteracting coarse desynchronizations [2] or featuring intrinsic amplitude scaling invariance [3],

among others. But even if we are able to build useful noncoherent methods such as the preceding ones,

it seems clear that there are cases which are not likely to admit this approach. For instance, the design

of invariant methods when the involved transformations depend on a relatively large set of parameters is

likely to be hampered not only by the complexity of the problem, but also by the fact that noncoherent

approaches may decrease the achievable rate, as it actually happens with the aforementioned examples1.

For these reasons, we may argue that channel identification using parameter estimation will always

be necessary to some extent in realistic data hiding implementations. For example, estimation might

be used to alleviate the inaccuracies of a possibly inexact noncoherent approach. One possible way to

undertake the estimation of channel parameters is with the aid of pilot symbols. These are preestablished

training sequences agreed by the encoder and the decoder, and embedded (transmitted) as an overhead

1During the review of this manuscript we became aware that F. Pérez-González et al. have recently shown that this is not the

case for amplitude scaling invariance with their Rational Dither Modulation proposal.

February 24, 2005 DRAFT



3

using a regular data hiding (communications) scheme. This shared information facilitates the estimation

task of the decoder, sometimes through a careful choice of the symbol sequence. Pilot symbols have

been proposed for the estimation of amplitude scaling and fine desynchronization of the sampling grid

in side-informed data hiding schemes by Eggers et al. [4] and Baüml et al. [5].

Alternatively, the estimation task may also rely on properties purposely created on the signal released by

the encoder. These properties are usually achieved by superimposing a certain pattern on the watermarked

signal, sometimes referred to as a template or pilot signal. There are several works that follow this type of

approach. Moulin and Ivanović [6] propose to optimize the shape of an additive coarse-synchronization

pattern through a game on the fundamental lower bound on the variance of maximum likelihood (ML)

estimator. A more extensive analysis in the same spirit is made by the first author in [1] for spread

spectrum and quantization-based watermarking, with application to the estimation of cyclic delays and

amplitude scalings, respectively. Also, Voloshynovskiy et al. [7] propose watermarks with redundant

spatial structure to aid the estimation of coarse and fine random desynchronizations (random bending

attack) and the parameters of space-varying additive distortions.

Whereas estimation approaches based on pilot symbols or signals are no doubt useful in practice, they

also inherently imply an efficiency loss with respect to the maximum achievable rate. This loss is due

to a decrease in the number of conveyable information symbols in the first case, and to a decrease in

the available watermark power in the second one, assuming that the perceptual constraints are constant.

Moreover, as argued in [1], pilot symbols also mean a loss of adaptivity and security in data hiding,

despite the fact that they might be key-dependent. Partly because of these issues, other approaches

have investigated blind estimation2. Blind methods also carry an efficiency loss, although, ideally, it is

only caused by the intrinsic nonzero variance of any estimation process. Among them, a number of so-

called content-based blind methods have resorted to heuristic estimation algorithms based on perceptually

invariant features of the host signal. Unfortunately, this type of approach presents problems of adaptivity

and efficiency, and it makes it difficult to assess performance systematically. A group of works more

related to our approach are those by Lee et al. [8] and Shterev et al. [9], who propose methods for blind

estimation of amplitude scalings for side-informed data hiding.

Nevertheless, the general blind estimation approach pursued here markedly differs from the strategies

followed in the aforementioned works. These former methods were solely based on invariants of the

2Not to be confused with the basic and widespread assumption of blind data hiding, which means that the host signal is

unavailable to the receiver.
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watermarked signal itself and/or on its statistical properties. Our approach does use this type of infor-

mation, but it also builds on the redundant structure imposed on the watermark by near-optimal channel

coding. Notice that these error-correcting codes create an overhead, similarly to the training sequences.

Nonetheless, this overhead is compulsory in any scheme trying to approach channel capacity, and it is

asymptotically minimal by definition. Additionally, side-informed methods based on quantizers have been

shown to be the most efficient with respect to data hiding capacity. Therefore, we will focus on the study

of channel estimation for these watermarking techniques.

The key element of the approach that we will follow here is the iterative refinement of the estimates,

afforded by the intertwining of the decoding and estimation processes. The roots of this type of strategy

lie in the development of iteratively decodable channel codes (i.e., turbo codes, low-density parity-check

codes), with coding gains that enable reliable communication near the Shannon limit [10]. Different

researchers in the digital communications field have realized that the so-calledturbo principle can also

be exploited for purposes other than the decoding process strictly speaking. Among these applications we

may cite equalization [11], SNR estimation [12], or synchronization [13]. This revolution has motivated

a large corpus of research on the subject. The main novelty of the present work lies in the study and

application of this philosophy to side-informed data hiding scenarios for the first time.

This paper is organized as follows. In Section II the data hiding framework is presented, and the general

iterative estimation and decoding strategy is developed. The methodology in that section is particularized

for different scenarios in Section III. Last, the empirical verifications of our proposals are presented in

Section IV, followed by the final conclusions.

II. FRAMEWORK AND MODEL

A. Notation and Preliminaries

Scalar random variables are denoted by capital letters, e.g.X, while their realizations are indicated

with lowercase types, e.g.x. An exception to this is given by the estimate of a parameterθ, which is

denoted byθ̂ for keeping the usual notation in estimation. All vectors are row vectors, and are denoted

by bold types. Vectors may be written in capital, e.g.X, or lowercase letters, e.g.x, according to the

aforementioned convention. The probability distribution function (pdf) of a continuous random variable

X is denoted bypX(x), whereas ifX is discrete its probability mass function (pmf) is designated

by PX(X = x). For the sake of simplicity some notational shortcuts will be used. The subscripts of

the distribution functions will be dropped wherever it is clear the random variable they refer to. Also,

PX(X = x) will be denoted byP (x) wherever the meaning of this probability is unambiguous. Last, it
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will be understood thatX represents any of the scalar random variables inX = (X1, · · · ,XN ) if they

are identically distributed.

The host data will be denoted by theN -length random vectorX. Except otherwise indicated, we

will limit our exposition to zero-mean Gaussian independent identically distributed (i.i.d.) host data with

varianceσ2
x. This choice allows for analytic tractability in many cases and has been the usual benchmark

host in most prior data hiding research. We will also assume without loss of generality that the information

symbols to be embedded are statistically independent and equally likely. Two measurements that we will

use are thewatermark-to-noise ratio (WNR) and thehost-to-watermark ratio (HWR). These parameters

are defined as the ratio between the average energy of the involved signals.

B. Near-optimal Scalar Data Hiding

We will briefly recall next the basics of the data hiding approach that we will be considering. Among

others, two completely equivalentscalar methods have been proposed to approach the capacity limit stated

by Costa for communications with side information at the encoder, namely Distortion-Compensated Dither

Modulation (DC-DM) with scalar uniform quantizers by Chen and Wornell [14], and the Scalar Costa

Scheme (SCS) by Eggers et. al [4]. While relatively simple, the achievable rate of this scalar scheme

has been shown to be asymptotically (for large constellation sizes and large WNR) only1.53 dB away

from the data hiding capacity for the Gaussian channel [14], [4]. Notice, that there has been further work

to close this gap by means of multidimensional approaches with iterative decoding [15], to which the

strategies that we will propose here can be in principle extended along the guidelines provided.

In the remainder we will refer to the aforementioned scalar scheme as DC-DM, due to the precedence

of this name. For the sake of simplicity we will consider only a binary scheme, which does not imply any

significant loss in the achievable rate with respect to otherQ-ary schemes for moderate to low WNR [4].

In any case, all the results that we will present are straightforwardly extendable to higher-dimensional

constellations. In binary DC-DM employing scalar uniform quantizers each sample of the watermarked

signal carries one information symbolbk ∈ {±1}. This symbol is hidden by quantizing a sample of the

host signalxk to the nearest centroidQbk
(xk) of the shifted latticeΛbk

given by

Λbk
� 2∆ Z + ∆

(bk + 1)
2

+ dk,

with Z the only one-dimensional lattice (integer lattice),2∆ the quantization step, andd a key-dependent

pseudorandom dither value deterministically known to both the encoder and the decoder. If we define
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next the quantization error with respect toΛbk
as

ek � xk −Qbk
(xk) = xk mod Λbk

, (1)

then, the watermarked signal at the samplek whenbk is embedded is obtained as

yk = xk − α · ek = Qbk
(xk) + (1 − α) · ek, (2)

i.e, the watermarkwk � yk−xk is built using the quantization error weighted by an optimizable constant

0 ≤ α ≤ 1. Due to perceptual reasons we have that the inequality∆2/3 � σ2
x usually holds true. Then,

for a wide range of host signals,PXk
(xk) can be taken to be roughly constant within one quantization

bin. Therefore, we will assume that the quantization error inside a bin is viewed by the decoder as a

uniformly distributed random variable in the interval[−∆,∆). Accordingly, the watermark is also viewed

as uniformly distributed in a single bin. Notice that the aforementioned perceptual restrictions usually

impose a highHWR = σ2
x/σ

2
w.

In uncoded DC-DM the decoder acts by quantizing a received vectorz, which is a distorted version of

y. This sample-by-sample quantization amounts to finding the closest centroid ofΛ−1∪Λ1 in a Euclidean

distance sense. Then, the decoding decisions are

b̂k = arg min
bk∈{±1}

∣∣zk −Qbk
(zk)

∣∣, (3)

for k = 1, . . . , N . Last, notice that this particular formulation of DC-DM (SCS) is completely equivalent

to those ones which apply a scalingα before quantization.

1) Channel coding: In order to make the embedding efficient with respect to the achievable rate, we

will hide a binary codewordc = (c1, · · · , cN ) in x instead of hidingN uncoded bits using DC-DM.

The codeword is obtained by encoding a binary information vectorb = (b1, · · · , bM ), M < N , using a

rater = M/N error-correcting code. Without loss of generality we will also consider that the codeword

symbols are given in antipodal form, i.e.,ck ∈ {±1}. We will center our attention on the simplest case of

parallel concatenated codes with iterative decoding, i.e., turbo codes, following the exposition in Section I.

In any case, the procedures that will be presented here are extensible to other iteratively decodable codes.

We recall that, in this case, the parallel concatenated codewords are formed as the concatenation of three

elements [10]

c = (cs, cp1 , cp2). (4)

The subvectorcs = (c1, · · · , cM ) = b is just the systematic output. On the other hand, the subvectors

cp1 andcp2 are the parity output of a certain recursive systematic convolutional (RSC) encoder, and they
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have the same length(N − M)/2. These parities are obtained when the input to the RSC isb and a

pseudorandomly interleaved version ofb, Π(b), respectively. Notice that, without loss of generality and

in order to simplify notation, we are assuming that each codeword symbolck is embedded in the host

sample with the same indexxk, k = 1, . . . , N . In practice, a key-dependent pseudorandom permutation

may be used for introducing uncertainty in the position of the coded symbols.

C. ML Decoding and Estimation: the Role of the Expectation-Maximization Algorithm

We assume next that, before reaching the receiver, the watermarked signal has undergone a known

transformation dependent on an unknown set of deterministic parametersθ = (θ1, · · · , θL) ∈ Θ ⊂ R
L.

We denote this transformation as

Z = T (Y; θ), (5)

noting that the DC-DM watermarked signal and the received signal are both random variables for the

decoder. As seen later, we will consider that this function may also include random transformations

depending on the parameters. Next, we will present a general methodology for the estimation ofθ for

the framework previously described. This methodology will be particularized for different forms of the

transformation (5) in Section III.

Let us assume first that the decoder has receivedz and knows the parameter vectorθ. Now, thanks to

the modelpZ(z; θ) and to the code structure, the decoder may undertake near-ML decoding instead of

just performing symbol-by-symbol hard decisions using (3). This is done by computing the log-likelihood

ratio (LLR)

λk � log
P (bk = +1|z; θ)
P (bk = −1|z; θ)

, (6)

for k = 1, . . . ,M . The LLRs are computed iteratively by the decoding process until convergence

is achieved. One decoding iteration comprises two semi-iterations consisting in decoding sequentially

(zs, zp1) and (zs, zp2). Notice that we are adopting forz the same superscript notation used forc

in (4). A decoding semi-iteration computes thea posteriori probabilities in (6) using the BCJR algorithm

(named after its inventors [16]), which uses the model ofZ and thea priori information given by the

previous decoding semi-iteration. Therefore, this information, i.e.,λ(i−1) = (λ(i−1)
1 , · · · , λ(i−1)

M ), is used

for computingλ(i), where the superscript(i) indicates thei-th decoding semi-iteration andλ(0) = 0.

After any decoding semi-iteration the decisions on the decoded symbols are simply

b̂k = sgnλk, (7)
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for k = 1, . . . ,M . After convergence, this procedure amounts to near-ML decoding of a random-like

code, accounting for the near-optimal properties of turbo codes. For a detailed description of the iterative

decoding process see for instance [10].

Nevertheless, the statistical model needed for this decoding process is dependent on the unknown

parameters by hypothesis. Therefore, the receiver has to estimateθ from z in order to undertake decoding.

A commonly favored estimation strategy is the ML approach which, although not optimal for finite data,

asymptotically yields the minimum variance unbiased estimator. Following this approach the receiver

computes the ML estimate as

θ̂ML = arg max
θ̃

log p(z; θ̃), (8)

where we use the log-likelihood for convenience. For a start, the computation of the likelihood in (8) is

hindered by the dependences introduced inZ by the codeword. For this reason, and being aware of the

suboptimality of this strategy, we will resort to solve (8) only for the subvectorzs of z corresponding

to the systematic part of the codeword. If we assume that, for a given transformation, the samples ofZ s

can be assumed to be independent, then the simpler ML problem can be written as

θ̂ML = arg max
θ̃

log p(zs; θ̃) (9)

= arg max
θ̃

M∑
k=1

log p(zk; θ̃). (10)

We recall here that the firstM elements ofz are those corresponding to the systematic part of the

codeword. In any case, we will see that the subvectors corresponding to the paritiesz p1 andzp2 can be

used to improve the estimator (9) beyond what we could obtain withzs alone.

Unfortunately, a tractable and straightforward solution to this problem is not possible in many cases. A

convenient way to address the problem (10) is provided by the classic Expectation-Maximization (EM)

algorithm formalized by Dempster et al. [17], which aims at finding the ML solution iteratively using

two alternating steps. The first one, called E-step, involves the computation of the functional

Q(θ̂
(i)

, θ̃) �
∑
b∈B

P (b|zs; θ̂
(i)

) · log p(zs|b; θ̃), (11)

with B = {±1}M , θ̂
(i)

the estimate ofθ at semi-iterationi, andθ̃ an optimization variable for obtaining

θ̂
(i+1)

. The embedded information vectorb, unknown to the receiver, plays the role of theunobserved

data in the terminology employed in [17]. We may see that the computation of (11) requires having a pmf

of these unobserved data, conditioned to the received signalzs and an estimate of the parameter vector

θ̂
(i)

. This pmf could be computed fromzs by applying Bayes rule. But actually, the iterative decoding
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process does nothing else than obtaining more accurately this distribution by exploiting the codeword

redundancy and thea priori information. This probability distribution, computed by the turbo decoding

process using the estimate of the channel model parameters at a given semi-iteration, is

P (bk|z; θ̂
(i)

) =
1

1 + exp(−bkλk)
, (12)

for k = 1, . . . ,M , and noting thatλ(i) depends onz, θ̂
(i)

, andλ(i−1). For the sake of keeping notation

simple, we will denote the pmf (12) just asP (bk) in the remainder of the paper, keeping always in mind

the dependences stated above.

Now, it is possible to take the second step, called M-step, which is the maximization problem

θ̂
(i+1)

= arg max
θ̃

Q(θ̂
(i)

, θ̃). (13)

It is guaranteed that, for the succession built in this way,p(z; θ̂
(i+1)

) ≥ p(z; θ̂
(i)

) [17].

An issue is that solving the optimization problem (13) can be involved in some cases. For this reason, it

is worth noting that (slower) convergence can be also achieved by finding at each M-step aθ̃ that increases

the functional (11), instead of maximizing it [17]. To sum up, the EM algorithm uses an estimateθ̂
(i)

to obtain a better reestimatêθ
(i+1)

that can be used to improve iterative decoding by recomputing (12)

and so on. In this way, turbo decoding is intertwined with the estimation problem, as summarized in

Figure 1.

As we will discuss more in detail in Section III-C, in some practical situations it is possible to

follow a better approach than just updating the model ofZ using θ̂
(i+1)

to recompute (12). In those

cases, the transformation (5) can be partially reversed using the new estimateθ̂
(i+1)

to get z(i+1) =

T−1(z(i); θ̂
(i+1)

), with z(0) = z, and computing (12) instead asP (bk|z(i); θ̂
(0)

).

From a practical point of view, the EM functional (11) can be considerably simplified using the

hypotheses of mutual independence among the elements ofZ s and B, respectively, and noting that

p(zk|b; θ̃) = p(zk|bk; θ̃) for k = 1, . . . ,M . Then, (11) may be rewritten as

Q(θ̂
(i)

, θ̃) =
∑
b∈B

M∏
j=1

P (bj) ·
M∑

k=1

log p(zk|bk; θ̃)

=
M∑

k=1

∑
bk∈{±1}

P (bk) log p(zk|bk; θ̃) ·
∑
b∈B

M∏
j=1
j �=k

P (bj).

As the summation over all the probabilities of any marginal pmf ofP (b) =
∏M

k=1 P (bk) equals one, we
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have finally that

Q(θ̂
(i)

, θ̃) =
M∑

k=1

∑
bk∈{±1}

P (bk) log p(zk|bk; θ̃). (14)

A number of approaches to iterative ML estimation using the EM algorithm are available in the digital

communications literature with slight variants. To the best of our knowledge, the earliest proposal in this

sense is that by Kaleh and Vallet [18], prior to the widespread use of iteratively decodable codes. Their

analysis is similar to the previous exposition, using a Markov sequence for the unobserved data. Also,

Noels et al. apply a similar approach to a synchronization problem using iteratively decodable codes [19]

(see the references therein for more analogous works). Last, the EM algorithm has also been proposed

previously in a side-informed data hiding context in [8], but without joint estimation and decoding.

As in any iterative method, the initialization of the procedure can be critical for convergence to the

global optimum. We will see in Section IV that, whereas the choice ofθ̂
(0)

is both straightforward and

effective for some particular problems, it can be an issue in other cases.

Finally, and as it happens in communications, intertwining estimation and decoding becomes essential

in low WNR scenarios for achieving good performance. Accordingly, we will center our attention in this

case, for which low channel coding rates will be consequently required. Notice that the estimation of the

required parameters can usually be undertaken prior to decoding for high WNR.

D. Blind Performance Assessment

An interesting aside from the preceding exposition is that the actual probability of bit error at the

decoder, which is defined asPb � 1
M

∑M
k=1 Pr(b̂k �= bk), can be blindly estimated in a relatively

accurate way at any decoding stage. The decoder can do this by exploting the information provided by

the LLRs (6) together with their statistical properties. There are several approaches available to undertake

this estimation, as for instance [20]

P̂b =
1
M

M∑
k=1

1
1 + exp |λk| . (15)

Notice that this possibility has been generally neglected in data hiding approaches using turbo codes and

attempting to assess performance at the decoder. We will see that this blind performance estimation may

be used both to improve the initialization of the iterations and to solve ambiguities that the estimators

may present.
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III. A PPLICATION TO CONCRETESCENARIOS

In this section we will deal with the specific issues raised by the application of the proposed method-

ology to different scenarios of interest for DC-DM data hiding.

A. Independent Additive Noise

We consider next the problem of iterative decoding under unknown random additive noise independent

of the host. Accordingly, we will assume that the transformation (5) takes in this case the shape

Z = Y + G, (16)

with G being i.i.d. noise independent ofY, with unknown second moment and pdf. Our initial strategy

in this problem will be the estimation of the pdf ofZ, as we have seen in the preceding section that the

knowledge of this function is indispensable to perform iterative decoding. At a first glance the problem

at hand seems different to the one tackled in Section II-C, as it actually involves estimating a function

and not a finite set of parameters. Nevertheless, we will see that it is possible to formulate the problem

in the required form.

Previous data hiding approaches dealing with the same situation have usually resorted to pilot-based

channel estimation —see for instance [7] for the application of ML decoding under independent additive

noise with unknown pdf. However, blind communications methods that rely on iterative decoding for

estimating the actual pdf are more interesting for our purposes, as for instance the method based on a

kernel model used in [21]. Our approach will be similar to the latter, but rooted on the methodology

presented in Section II-C and taking advantage of the peculiar characteristics of DC-DM.

First, note that, if the pdfpG(g) were known, the reliability of a received valuez conditioned to the

embedded symbolb would be given by

pZ(z|b) =
∑
q∈Λb

P (Qb(X) = q) · pT (z − q), (17)

with pT (·) defined as the convolution ofpG(·) with a uniform distribution on the interval[−(1−α)∆, (1−
α)∆). The derivation of the expression (17) is straightforward from (2) and (16). While (17) would be

the optimal pdf for iterative decoding, the problem posed in this way entails estimating an unknown pdf

with support on the whole real range. This problem is inherently involved, even thinking of exploiting

the structure induced on the pdf by DC-DM.

A suboptimal but convenient alternative is possible by undertaking decoding using the reliability

corresponding to[z]b � z mod Λb instead ofpZ(z|b), with the modulo operation defined as in (1).
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Whereas the use of (17) would lead to ML decoding, this strategy leads to what is known in the literature

as ML lattice decoding. The performance loss due to this approach is small ifpX(x) is a slowly varying

function. Clearly, ifX is uniformly distributed both approaches are approximately equivalent for high

HWR. The pdf of[Z] is given by

p[Z]([z]b) =
∑
q∈Λb

pZ([z]b + q | b)

=
∑
j∈Z

pT ([z]b + 2∆j), (18)

where we have used the fact that
∑

q∈Λb
P (Qb(X) = q) = 1. Therefore, (18) does not involve the host

signal pdf. For notational simplicity, and except otherwise indicated, in the remainder of this section we

assume thatz is a variable reduced moduloΛb.

Notice that the support set of the pdf (18) is restricted to[−∆,∆). This affords its approximation

using a simple but general model based on a finite number of rectangular kernels. We can write this

model as

p(z; θ) =
L∑

j=1

θj ·K
(
z − (j − 1) · δ + ∆

)
, (19)

with the kernelsK(z) defined as

K(z) �


 1/δ, 0 ≤ z < δ

0, otherwise
,

andδ � 2∆/L. This type of model is usually considered to be nonparametric, although nothing precludes

us from seeing it as a parametric one in which the parameter vectorθ ∈ Θ = {β ∈ [0, 1]L | ∑L
j=1 βj =

1} has to be estimated.

Next, we particularize the general estimation methodology for this scenario. To this end, we will find it

convenient to rewrite (14) using some definitions that we will establish next. First, we define the interval

Bj corresponding to the support set of thej-th kernel in (19), that is,

Bj �
[
(j − 1) · δ − ∆ , j · δ − ∆

)
, (20)

with j = 1, . . . , L. Using (20) we can define in turn the sets of indices

Ij
b � {k ∈ {1, . . . ,M} | [zk]b ∈ Bj} ,

with b ∈ {±1}, j = 1, . . . , L. Now, (14) can be rewritten as

Q(θ̂
(i)

, θ̃) =
L∑

j=1

∑
b∈{±1}

∑
k∈Ij

b

P (bk = b) log
θ̃j

δ
. (21)
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According to (13) we have now to maximize (21), which requires taking into account the restriction on

θ that guarantees that (19) is a pdf. To this end, we build the following Lagrangian functional:

L(θ̂
(i)

, θ̃) � Q(θ̂
(i)

, θ̃) − ρ


 L∑

j=1

θ̃j − 1


 .

Differentiating with respect tõθl, and equating to zero to obtain the extreme, we can write

∂L(θ̂
(i)

, θ̃)
∂θ̃l

=
∑

b∈{±1}

∑
k∈Ij

b

P (bk = b)
1
θ̃l

− ρ = 0,

for l = 1, . . . , L.

In order to solve the Lagrange multiplierρ we just plug the solution of the equation above into the

restriction, obtaining

ρ =
L∑

j=1

∑
b∈{±1}

∑
k∈Ij

b

P (bk = b) = M,

where the second equality follows from the fact thatP (b) is a pmf, and withM the length of the binary

information vector. Therefore, the solution to the M-step (13) is given by the expression

θ̂
(i+1)
j =

∑
b∈{±1}

∑
k∈Ij

b
P (bk = b)

M
, (22)

for j = 1, . . . , L.

In order to gain further insight from (22) we may consider the case in which the decoding decisions

are reliable, i.e., the absolute values of (6) are high (cf. (15)). This situation happens when iterative

decoding converges to the correct embedded information. In this case, ifP (bk = −1) ≈ 0 then we have

that P (bk = 1) ≈ 1, and vice-versa. Interestingly, (19) with the parameters update (22) approximately

becomes the normalized histogram ofzs on the binsBj, using the hard decisionŝbk in (7) to make the

bin assignment of the correspondingzk.

The choice of the initial parameter vector̂θ
(0)

is straightforward, using the symbol-by-symbol hard

decisions (3) that would be made if the received codeword were just considered as uncoded information.

These hard decisions are used to make the initial computation of (22). Nevertheless, notice that with

this approach only the bins ofp(z; θ) roughly corresponding to|z| ≤ ∆/2 can be initialized. In the

first iteration all that can be done is setting the remaining bins to a residual uniform nonzero value, and

normalizing (19) so that it remains a pdf. The same approach must be taken whenever any estimateθ̂
(i)
j

is zero, because these “impossible values” would penalize unacceptably the performance of the iterative

decoding. Windowing strategies to cope with this situation are also possible.

February 24, 2005 DRAFT



14

1) Optimization of the Estimator: We may ask next what is the best number of parametersL for

optimizing the performance of the previous approach. It is logical to think that, the closer the estimated

pdf is to the true one, the better the behavior of the iterative decoding process will be. We could then

think that a possible way to undertake this optimization is by means of the Cramér-Rao bound (CRB).

Nevertheless, the variance of the estimator is not enough to determine the optimalL, because a too low

number of kernels will lead to a poor approximation of the desired function despite of potentially having

a low variance. On the other hand, it is possible to verify that the pdf given by the nonparametric model

does not meet the basic regularity condition for the CRB to hold, as it usually happens with models

like (19) in which the domain of the pdf for which it is nonzero depends on the parameters (see for

instance [22]).

Consequently, we will follow a different approach. One feasible way to assess the accuracy of a

nonparametric estimator with respect to the true underlying pdf is given by the integrated mean squared

error (IMSE) [23]. This measure of the quality of the estimator is defined as

IMSE(L) �
∫ ∆

−∆
E

{(
p(z; θ̂) − p(z)

)2
}

dz

=
L∑

j=1

∫
Bj

E

{(
θ̂j/δ − p(z)

)2
}

dz, (23)

wherep(z) is given by (18). As aforementioned, assuming high decoding reliabilities we may assume

that the estimator function is approximately a histogram of the systematic part of the received vector on

the binsBj . Then, using the minimum IMSE as a guideline, and under mild assumptions on the true

pdf, the asymptotically optimum histogram requiresL ≥ (2M)1/3 [23]. This allows to roughly select the

number of parameters without knowledge of the pdf being estimated, but we will see in Section IV-A

that further considerations apply.

In order to verify that the IMSE criterion is acceptable for optimizing the decoding performance we

will compute next the optimum of (23) for the particular case of additive white Gaussian noise (AWGN).

In Section IV-A this optimum will be checked using the empirical behavior of the strategy described

in the foregoing section. Firstly, we may write each estimate (22) asθ̂j = Sj/M , with Sj the random

variable representing the bin count at thej-th bin. Following Scott [24], we have thatSj follows a

binomial distribution with parametersM and θj. This owes to the fact that the bin count is obtained

throughM independent Bernouilli experiments with probabilityθj. These probabilities are given by the

true values of the parameters, computed using (18) as

θj =
∫

Bj

p(z)dz, (24)
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for j = 1, . . . , L. After some straightforward operations, and using the momentsE{Sj} = Mθj and

Var{Sj} = Mθj(1 − θj), (23) can be written as

IMSE(L) =
L

2∆


 1

M
−
(

1 +
1
M

) L∑
j=1

θ2
j


+

∫ ∆

−∆
p2(z)dz. (25)

Now, we wish to minimize (25) for the case thatG is an i.i.d. Gaussian noise vector with varianceσ 2
g .

In this case, the pdf (18) becomes

p(z) =
1

2(1 − α)∆
·
∑
j∈Z

Q

(
z − (1 − α)∆ + 2∆j

σg

)
−Q

(
z + (1 − α)∆ + 2∆j

σg

)
, (26)

with Q(z) � 1√
2π

∫∞
z exp(−z2/2) dz. As we may see both in (18) and in the expression above, the

aliasing of infinite summands makes the expression of the pdf involved and not easily amenable to

analysis.

Nevertheless, notice that (18) is periodic on the lattice2∆Z if we do not enforce the restrictionz ∈
[−∆,∆). Therefore, following Forney et al. [25], it is possible to obtain the Fourier series representation

of p(z) using the dual lattice of2∆Z. According to the same authors, if the noise variance is not too

low we may approximate (26) by the lower frequency terms of the Fourier series, having in this case

p(z) ≈ 1
2∆

(
1 + η cos

(πz
∆

))
, (27)

where

η � 2 sinc(1 − α) exp

(
−π2σ2

g

2∆2

)
.

Empirical tests show that this approximation is sufficiently accurate in the low WNR range, for which

we have argued at the end of Section II-C that we are posing the estimation problem. Using (27) it is

possible to obtain the following closed-form approximation to (24)

θj ≈ 1
2π
(
ξ − 2η sin(ξ/2) cos((j − 1/2)ξ)

)
, (28)

with ξ � 2π/L. Notice that the minimization of (25) with respect toL requires only the first term. The

summation required therein can now be computed using (28) as

L∑
j=1

θ2
j =

ξ2 + η2 cos ξ
2πξ

. (29)

After replacing (29) in (25), we may differentiate the IMSE with respect toL to find the minimum by

equating to zero. Nevertheless, the equation thus obtained is not explicitly solvable. An accurate explicit

approximation to the minimum is possible by replacing, before differentiation, the cosine in (29) by the

first three terms of its Taylor series expansion around zero, which is afforded by the small value ofξ as
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L increases. Then, it can be shown that a closed-form approximation to the optimum number of kernels

according to (23) for Gaussian noise is given by

L∗ ≈ nint

{
2π
(

(M + 1)η2

24π

) 1
3

}
, (30)

wherenint(·) stands for the nearest integer function.

B. Amplitude Scaling

Amplitude scaling is a particularly challenging attack for lattice-based schemes such as DC-DM.

The amplitude scaling of a signal watermarked with DC-DM creates a mismatch with respect to the

quantization step∆ assumed by the decoder. As a consequence, and without measures to combat this

attack, the performance of lattice-based schemes decreases rapidly as the scaling applied departs from

unity. There are several previous works focused on estimating amplitude scalings for DC-DM in a blind

way. One of these approaches is based on exploiting peaks or periodicities in the pdf of the scaled

signals [8], [9]. Although this strategy may be useful for high WNRs, it presents problems for low

WNRs where these peaks are not easily discernible. An alternative estimation approach proceeds by

conditioning the embedding step size on moments of the host signal which scale with the watermarked

signal. This approach was suggested in [4], and put into practice in [26] for local environments.

We will describe next the application of the general methodology in Section II-C to this problem. We

will assume that the transformation (5) takes in this case the following shape

Z = γ · (Y + G),

whereG is an i.i.d. Gaussian noise vector with known varianceσ 2
g and independent ofX, andγ a positive

unknown scalar that we wish to estimate. A similar scenario has been assumed in other works devoted

to the estimation of amplitude scaling [4], [1], although the later work does not assume gaussianity.

Joint estimation for the noise variance could also be considered along the guidelines given here. Last,

for convenience, we choose a scenario in which scaling is applied after noise addition and not the other

way round, as in this case the WNR stays constant after the scaling.

We now particularize (14) for this scenario. The parameter we wish to estimate in this case is justθ = γ,

andΘ = R
+. Again, a statistical characterization ofZ for a givenγ and conditioned to an embedded

symbol b is required, i.e.,p(z|b ; γ). Notice first that the ML lattice decoding strategy introduced in

Section III-A is not useful here, because, as the shifted latticeΛb is scaled by an unknown factor, it is

not possible to perform the correct reduction of the variablesz moduloΛb.

February 24, 2005 DRAFT



17

Then, we will employ here the pdf ofZ, which can be straightforwardly obtained from the pdf of

R � Y + G. The latter is just given by (17) withpG(·) a Gaussian pdf. The expression of this pdf

is involved by construction, and therefore we will pursue an approximation. For the sake of simplicity,

we will assume that the key-dependent dither vector isd = 0, but this dither may be straightforwardly

included in the model that we will present without modifying the essentials of our conclusions. In order

to obtain the approximation, note that if the pdf ofX were uniform and the HWR high, the truncated

Fourier series (27) would be a sufficient approximation ofpR(r|b) for b = −1 up to a normalization

factor. Of course, this approximation is worse for the values close to the limits of the uniform distribution.

Similarly, we may think of weighting (27) by the distribution of the host when this is not uniform. Then,

weighting that expression by a zero-mean Gaussian pdf with varianceσ 2
x, and normalizing the resulting

function to retain a pdf, we may approximate the pdf ofR by

pR(r|b) ≈
exp

(
− r2

2σ2
x

)
√

2πσx

· 1 − b · η cos
(

πr
∆

)
1 − b · η exp

(
−π2σ2

x

2∆2

) . (31)

This model fits well with empirical observations as long as the Fourier approximation is accurate for

lattice decoding. An interesting aside is that (31) can be used to quantify analytically the differences

between ML decoding and ML lattice decoding, but this problem is out of the scope of this paper. A

similar model is proposed in [4] for estimation of amplitude scaling using pilot symbols, although with

a definition somewhat more heuristic than the one given here.

Now the scaling ofR by a factorγ will yield the pdf sought, that is

pZ(z|b ; γ) =
pR(z/γ| b)

γ
. (32)

Notice that (32) requires knowledge ofσ2
x. A reasonable way to estimate this variance from the received

signal isσ̂2
x = σ̂2

z/γ
2, whereσ̂2

z �
∑M

k=1 z
2
k/M . We may think of other different estimators ofσ2

x making

use ofσ2
g ; however, the perceptual constraints strongly limit their potential performance improvements,

while, as we will verify next, the proposed estimator allows for some convenient simplifications in the

expressions required for the maximization problem. Taking now the logarithm of (32) and disregarding

the terms that do not affect the maximization, the EM functional (14) can be written as

Q(γ̂(i), γ̃) =
M∑

k=1

∑
bk∈{±1}

P (bk) · bk

{
exp

(
− π2σ̂2

z

2γ̃2∆2

)
− cos

(
πzk

γ̃∆

)}
, (33)

where we have used the aforementioned estimateσ̂2
x and the approximationlog(1 + x) ≈ x. This

approximation holds for small values of|x| and, hence, it is accurate in this case asη < 1 in the range
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of validity of the model. Then, the value of̃γ which maximizes (33) is given by the solution to the

following expression

∂Q(γ̂(i), γ̃)
∂γ̃

=
M∑

k=1

∑
bk∈{±1}

P (bk) · bk

{
exp

(
− π2σ̂2

z

2γ̃2∆2

)
· πσ̂

2
z

γ̃∆
− sin

(
πzk

γ̃∆

)
· zk

}
= 0. (34)

This equation has to be solved numerically, and it presents multiple roots. Still, it can be verified that

its behavior is approximately linear in the region aroundγ̂ (i), which would be our initial guess for an

iterative numerical solution of (34). So, in order to get an explicit solution, we may approximate the

first derivative using the first two terms of its Taylor series aboutγ̂ (i). The computation may be further

simplified by neglecting the exponential summand in (34), as it tends to zero for high HWR assuming

that the scaling factor is close to one. We will see in Section IV-B that the method is only effective

within a certain environment around this value. In these conditions, the M-step (13) can be solved as

γ̂(i+1) ≈
∑

k

∑
bk

P (bk) · bk sin
(

πzk

γ̂(i)∆

)
· zk∑

k

∑
bk

P (bk) · bk cos
(

πzk

γ̂(i)∆

)
· πz2

k

γ̂(i)2∆

+ γ̂(i),

where the summations onk and bk are over the same values as the corresponding summations in (34).

Even in the event that this approximation is not able to exactly reach the M-step maximum, it is usually

enough for increasing the EM functional. As remarked in Section II-C, this suffices for the convergence

of EM.

1) Cramér-Rao Bound and Comparison with Pilot Strategies: We will compute next an approximate

analytical expression for the fundamental lower bound onVar{γ̂} using the approximation employed

in the preceding section. It is straightforward to show that in this case the basic regularity condition

for the existence of a valid CRB [22] is satisfied. Obtaining firstp(z; γ) =
∑

b p(z|b ; γ)/2 we may

see that whereas this is an even function ofz, ∂
∂γ log p(z; γ) is an odd function, which implies that

E
{

∂
∂γ log p(z; γ)

}
= 0. Now, differentiating again∂

∂γ log p(z; γ) with respect toγ, and using the same

approximation on the logarithm as in (33), we have that

∂2 log p(z; γ)
∂γ2

=
1
γ2

− 3z2

γ4σ2
x

+ ζ sin
(

πz

γ∆

)
2πz
γ3∆

+ ζ cos
(

πz

γ∆

)
π2z2

γ4∆2
, (35)

with ζ � η2 exp(−π2σ2
x/(2∆2)). Next, integrating (35) overp(z; γ), and making the simplificationζ ≈ 0,

which holds true for high HWR values, it is tedious but straightforward to show that the bound may be

approximated as

CRB(γ) � − 1
M

E
{
∂2 log p(z; γ)

∂γ2

}−1

≈ γ2

2M
.

It is interesting to compare this approximation to the variance of the estimator ofγ using a spread-

spectrum pilot signal given in [4], as the authors do not provide an analytical expression for the case of
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SCS (DC-DM) pilots. As explained therein, for high HWR andWNR > −10 dB, that variance may be

approximated as

Var{γ̂p} ≈ γ2σ2
x

P σ2
w

, (36)

with P the number of pilot symbols used. Note that, although in [4] the amplitude scaling is applied

before the additive noise, the analysis is applicable here by considering a noise varianceσ 2
g/γ

2 instead

of σ2
g . In any case, this change in the WNR does not affect (36) under the conditions considered.

As ML estimators are asymptotically efficient, let us assume next that the iterative estimation strategy

that we have described is able to approach the CRB. We will see in Section IV-B that this is so for the range

of γ where the method converges to the right solution. If we consider now thatN is fixed both for the pilot

strategy and for our proposal, we may see that, for the same embedding rater = M/N = M/(M + P )

and for the same variance of the estimators, the strategy with pilots yields a lower variance only for

r <
1

1 + 2σ2
x/σ

2
w

. (37)

As an example, the critical rate marked by (37) is approximately1/200 for HWR = 20 dB. Take also

into account that, even in this case, the information embedded in the pilot-aided case is still uncoded

and hence more sensitive to noise addition. This shows that, in the case where convergence is achieved,

the joint iterative estimation and decoding strategy with moderate embedding ratios provides a clear

advantage over the pilot-aided strategy. Of course, SCS pilots have a much better performance, and we

will discuss in Section IV-B how the iterative method and these pilot symbols can be mutually beneficial.

C. Desynchronization

Desynchronization is an important practical issue for watermarking algorithms. Arguably, satisfactory

solutions to this problem are not yet available inasmuch as fine desynchronization is concerned. Among

previous attempts to tackle fine synchronization recovery by means of estimation we may cite [5] and [6],

where pilot symbols and signals, respectively, are proposed to aid in the estimation of fine sampling grid

desynchronizations.

We will focus our study on a particular case of fine desynchronization. In this scenario, a unidimensional

host signal whose samples are spatially contiguous is watermarked using DC-DM. The watermarked signal

is then distorted by AWGN, ideally interpolated and resampled at a constant offset with respect to the

original sampling grid. A slight variant of the same setting was previously considered for studying

the capacity decrease of DC-DM under desynchronization [5]. Although apparently simple, and as

shown in that work, this case is already considerably detrimental for DC-DM performance under minor
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desynchronization. Assuming that the vector samples come from critically sampling a corresponding

continuous signal with sampling periodTs, the transformation (5) takes the shape

Z = (Y + G) · H(τ). (38)

The N × N matrix H(τ) represents an ideal interpolation filter plus resampling at a signed fraction

τ of the sampling period. Hence, its elements are defined ashj,k(τ) � sinc(Ts(k − j + τ)). Border

effects in the interpolation operation are neglected, as their importance is small forN large. In this case

the unknown parameter to estimate isθ = τ with Θ = R, as our working hypothesis will be that the

variance ofG is known. This assumption has also been made in [6] for studying pilot signals in the

related desynchronization problem of translation, but, again, joint estimation of this variance could also

be considered.

Using the same definition ofR as in the previous section, one single sample of the received vector

can be put now as

Zk = Rk · sinc(τ) +
∑
j �=k

Rj · hj,k(τ) (39)

= Rk · sinc(τ) + Vk, (40)

whereVk stands for the intersymbol interference (ISI) caused onRk by the resampling process. As the

elements ofR are independent, the ISI termV may be modeled as i.i.d. AWGN independent ofR.

Assuming that the transformation (38) preserves the energy ofR, we have thatσ 2
v = σ2

r · (1− sinc2(τ))

whereσ2
r is the variance ofR. Notice that (40) resembles the amplitude scaling scenario described in

the foregoing section, but we will see that the previous approach is not applicable here.

As in the preceding sections, the estimation procedure described in Section II-C is applied next to

this context. With regard to the statistical characterization ofZ required, notice that now the hypothesis

of independence between the elements ofZs used to obtain (14) is no longer true. This is due to the

dependences evident in (39), introduced during the interpolation process. However, for small values ofτ

these dependences are weak and we will assume that (14) approximately holds, which constrains the appli-

cability of our proposal to this situation. Notice that, in this case, we also have thatsinc(τ) ≈ 1. As it will

be seen in Section IV-B, an amplitude scaling in the vicinity of unity has little impact on coded DC-DM,

what allows us to assume that the fine desynchronization (38) simply amounts toZ ≈ R + V. Although

this scenario is admittedly rather restrictive, it is a fact that even remarkably small resampling offsets

can cause probabilities of decoding error close to1/2 —in spite of using powerful channel codes—, as

we will confirm in Section IV-C. This drastic performance decrease is due to the relatively large value
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of σ2
v , and, consequently, it is interesting to see what the proposed methodology can achieve under these

conditions.

Recalling Section III-A and the previous discussion on the scaling factor, in this setting is possible

to resort to lattice decoding. Again, for notational simplicity and except otherwise indicated, we assume

that z is a variable reduced moduloΛb for the remainder of this section. Then, for AWGN, the pdf of

Z may be approximated using (27), taking into account the fact that the variance of the noise is now

σ2
g +σ2

r · (1− sinc2(τ)) instead of justσ2
g . For the range ofτ considered, this expression of the variance

can be simplified by using the first order Taylor approximationsinc2(τ) ≈ 1 − π2τ2/3 aboutτ = 0.

Then, we may write the required pdf as

p(z; τ) ≈ 1
2∆

(
1 + η · exp

(
−π4σ2

rτ
2

6∆2

)
cos

(πz
∆

))
. (41)

In practice, for high HWR values it is sufficient to estimate the variance required in (41) from the received

signal asσ̂2
r = σ̂2

z , whereσ̂2
z is defined as in the preceding section. Observe from the pdf (41) that the

estimation problem poses in this case a problem of identifiability, asτ can be only estimated up to a

sign factor. Taking the logarithm of (41), the EM functional (14) is given by

Q(τ̂ (i), τ̃) =
M∑

k=1

∑
bk∈{±1}

P (bk) · log
(

1 + η · exp
(
−π4σ̂2

z τ̃
2

6∆2

)
cos

(
π[zk]bk

∆

))
, (42)

where we have disregarded the factors that do not affect the maximization of (42) with respect toτ̃ . The

value that maximizes this expression is given by the solution to the following equation, which must be

solved numerically

∂Q(τ̂ (i), τ̃ )
∂τ̃

=
M∑

k=1

∑
bk∈{±1}

P (bk) ·
{

sec
(
π[zk]bk

∆

)
+ η · exp

(
−π4σ̂2

z τ̃
2

6∆2

)}−1

= 0, (43)

wheresec(x) = 1/ cos(x). It can be verified that (43) has just two symmetric roots, and henceτ̂ (i+1)

has two possible values except when zero is a double root. According to the block diagram in Figure 1

the model should be updated next using the square ofτ̂ (i+1) and a new iteration performed. As only the

square of the parameter is needed, no sign ambiguity exists for updating the model (41) and performing

a new iteration. In fact, we could have arrived at an identical solution by posing the problem forξ̃ � τ̃2

instead ofτ̃ .

Nevertheless, and as already discussed in Section II-C, whereas this strategy was adequate for the

problems studied in Sections III-A and III-B, it is suboptimal in this case because it does not take

measures to correct the lack of synchronization. Actually, it is just a noise variance estimation that

only allows for a minor refinement of the channel model. A more powerful practical approach entails
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resynchronizingz by using all the available knowledge at each iteration, but this operation requires

determination of the sign of̂τ (i+1). This ambiguity can be resolved by means of the blind performance

assessment method described in Section II-D, which allows to estimate the sign ofτ̂ (i+1) yielding the

lowest estimated probability of decoding error. If the sign is determined, the received vector can be

resynchronized at each iteration as

z(i+1) = z ·H
(
−

i+1∑
j=0

τ̂ (j)
)
.

This resynchronization is made fromz(0) = z instead ofz(i) —without any substantial complexity

increase— in order not to accumulate the border effect of successive reinterpolations. Last, the reliabilities

for the next iteration are computed as described in Section II-C.

It can be verified that the lack of local identifiability aboutτ = 0 originates a singularity inCRB(τ)

on that value. In principle, an alternative constrained Cramér-Rao bound could be pursued using the

aforementioned energy preservation condition, but we do not deal with this issue here due to space

restrictions.

IV. EXPERIMENTAL RESULTS

In this section we undertake empirical tests for the different scenarios analyzed in Section III, using

the probability of decoding error as the performance measurement. The component codes of the turbo

codes used in the experiments have been chosen by trial-and-error, without extensive optimizations.

Unless otherwise indicated, a pseudorandom interleaver of sizeM = 1000 is chosen. A maximum of20

decoding iterations are performed, and the cross-entropy criterion [27] is used for early stopping of the

process. The value of the DC-DM parameterα is chosen empirically to correspond to the approximate

WNR at which the turbo cliff for a particular code occurs on the Gaussian channel.

A. Independent Additive Noise

We show in Figure 2 the performance of the method in Section III-A in front of Gaussian noise. The

value ofθ̂
(0)

is set following the initialization procedure explained therein. We can see that, for the values

of L close to the minima of the IMSE shown in Figure 3, the iterative estimation and decoding method

only loses about0.2 dB with respect to the case where the channel model is known by the decoder.

These minima are correctly given by (30), which confirms the usefulness of the IMSE criterion. For the

value ofM considered, the selection of the number of parameters independently of the pdf would be

given byL = 13 —according to the lower bound in Section III-A.1—, which is a good choice.

February 24, 2005 DRAFT



23

Also, comparing Figures 2 and 3, we see that forL > L∗ the performance is eventually worse than

for L < L∗, whereas the IMSE is higher in the second case for the range of WNR considered (cf.

L = 16, 32 with L = 4, for WNR > 2 dB). This seemingly paradoxical behavior is explained by the

fact that, asL increases, the likelihood of empty bins in the histogram-like nonparametric model also

increases. As discussed in Section III-A, zero values have to be modified in order to avoid detrimental

zero probabilities for the decoder, causing the loss of performance observed. As we can see in Figure 2,

this effect is logically more evident as the WNR increases. Consequently, conservative values for the

pdf-independent choice ofL are advisable.

B. Amplitude Scaling

We may see in Figure 4 the performance of the scheme in Section III-B. For comparison purposes, the

performances of the uncoded case and of the turbo-coded case with no estimation are also included in the

plot. The initialization of the method is done usingγ̂ (0) = 1. In this case the algorithm achieves the same

performance as for the case where the scaling is known by the decoder (γ = 1) for γ ∈ (0.95, 1.05).

An additional performance improvement is also offered over the remaining range ofγ considered in the

plot. The sudden performance degradation observed outside of this range is due to the fact that the initial

LLRs (6) become increasingly less reliable due to the inaccurate channel model obtained when setting

γ̂(0) = 1, thus precluding the iterative method to converge. While the improvement obtained is modest

compared with that of the turbo code acting alone, we see in the same figure that further improvements

are possible through a judicious initialization of the EM algorithm.

This alternative initialization strategy is based on exploiting the blind performance assessment (15).

Starting fromγ̂(0) = 1, a number of decoding iterations are performed andP̂b is then examined. If the

decoding decisions are reliable the algorithm is let to run until convergence; alternatively, a reinitialization

is done. Two values ofγ either side of the current estimatêγ (i) are chosen, and one decoding semi-

iteration is performed using both new values. Again, we employP̂b to determine the reinitialization

value, which is used to run the algorithm until convergence. This simple strategy, which comes at a

minimal increase in complexity, enlarges the range of scalings which the algorithm can correct, as shown

in Figure 4.

Although the improvement seems small, notice that the obvious applicability of the method would be

the refinement of a coarse and inexpensive pilot-assisted estimation ofγ. For example, using the pilot-

based approach in [4] it is possible to roughly determine the number of pilot symbols for that estimator

to have a variance within the region where the iterative method converges toγ̂ML. Using just as an
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indication a uniform distribution on(−0.9, 1.1), the results in [4] suggest that less than500 SCS pilots

may be enough to achieve the equivalent targetδ∆ ≈ 0.05 in the notation used in that work, and, hence,

to get convergence with our iterative method usingγ̂ (0) = γ̂p.

Last, Figure 5 shows the empirical variance ofγ̂ compared with the Cramér-Rao lower bound. Notice

that the bound is approximately achieved in the range around unity corresponding to near-errorless

decoding in Figure 4, and that the analytical bound is reasonably good.

C. Desynchronization

Figures 6 and 7 show the performance results for the method described in Section III-C, for two

different HWR values. The algorithm is initialized usingτ̂ (0) = 0. First, a number of decoding iterations

are performed just updating the channel model as in Figure 1, and without attempting resynchronization.

This affords a more accurate sign resolution on the critical initial estimateτ̂ (1). Afterwards, the iterative

method is run as explained in Section III-C, performing resynchronization based on the updated estimates.

It can be seen in Figures 6 and 7 that, in the case in which iterative estimation without resynchronization

is undertaken, the performance is similar to that of the turbo code acting alone. This is not surprising

as, although the estimate of the overall noise variance is correct, the increasingly accurate estimate of

τ is not exploited to remove the ISI noise by resynchronizing. On the other hand, the method with

resynchronization achieves near-errorless decoding for offsetsτ ∈ (−0.08, 0.08) (Figure 6). This is

roughly the range for which the assumptions in Section III-C hold, and as we see, it extends substantially

the one achieved by use of channel model updates only. As in the case studied in the preceding section, a

sudden performance degradation occurs when the initial reliability values (6) are not accurate enough to

allow convergence. Also, observe that the improvement afforded by the method is smaller in Figure 7, as

the independence hypothesis become less reasonable when the HWR increases. Similarly to the discussion

in the preceding section, the use of a coarse estimate obtained with a limited number of pilot symbols

could also be used in this case for initialization purposes. Last, Figure 8 shows the empirical variance of

the estimator as a function ofτ .

V. CONCLUSIONS

We have presented a study on a general estimation approach for side-informed data hiding using iterative

decoding, showing its practical application to various relevant scenarios. To the best of our knowledge, this

is the first work within the data hiding field that takes this type of approach. Despite of the fact of having

used rather controlled environments, our experiments show the potentiality of these kinds of techniques
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for data hiding. The main limitations of an iterative approach like the one presented here are clearly given

by the initialization issues. Another issue, common to both parameter estimation and invariant building

methods and not studied here, is the decision on which attacks to consider when designing the data

hiding system. On the positive side, we must realize that the strategy proposed is inherently afforded in

many situations, as it does not require anything else than the near-optimal iteratively decodable codes

present in most advanced systems. Therefore, it is almost always integrable with other solutions like

pilot estimation to achieve overall better system performance. Moreover, the generality of the procedure

allows its potential extension to many other situations involving estimation.

Only constant amplitude scaling and desynchronization have been contemplated. Nevertheless, and

considering that the Cramér-Rao bound decreases asO(M −1), we might think of applying the estimation

methods presented to amplitude scalings or desynchronizations only locally constant, for sufficiently large

local environments. In addition, notice that the resynchronization method presented in Section III-C is

straightforwardly extensible to dimensions higher than one. Last, other emerging approaches for iterative

decoding and synchronization in digital communications [13] —as for example, the use of digital PLLs

in the iterative process— are also promising for side-informed data hiding scenarios.
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Fig. 1. One semi-step of iterative turbo decoding intertwined with one step of the iterative EM algorithm. For simplicity,

necessary interleavings/deinterleavings ofzs andλ before BCJR are not explicit in the figure.
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Fig. 2. Performance of DC-DM under additive white Gaussian noise using iterative channel estimation.M = 1000, r = 1/3,

α = 0.65, HWR = 25 dB.
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Fig. 3. IMSE vs number of kernelsL in the nonparametric model. Gaussian noise,M = 1000, α = 0.65.
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Fig. 4. Performance of DC-DM under an amplitude scalingγ. r = 1/15, HWR = 20 dB, WNR = −4 dB, α = 0.3, γ̂(0) = 1.
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Fig. 5. Variance of the estimator of the amplitude scalingγ. r = 1/15, HWR = 20 dB, WNR = −4 dB, α = 0.3, γ̂(0) = 1.
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Fig. 6. Performance of DC-DM under fine desynchronization with a constant fractionτ of the sampling period,HWR = 20

dB. r = 1/5, WNR = 0 dB, α = 0.5, τ (0) = 0.
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Fig. 7. Performance of DC-DM under fine desynchronization with a constant fractionτ of the sampling period,HWR = 25

dB. r = 1/5, WNR = 0 dB, α = 0.5, τ (0) = 0.

−0.2 −0.15 −0.1 −0.05 0 0.05 0.1 0.15 0.2
10

−6

10
−5

10
−4

10
−3

10
−2

10
−1

V
ar
{τ̂

}

τ

HWR = 20 dB
HWR = 25 dB

Fig. 8. Variance of the estimator of the desynchronization factorτ using resynchronization.r = 1/5, WNR = 0 dB, α = 0.5,

τ (0) = 0.
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