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ABSTRACT

Steganographic embedding is generally guided by two performance constraints at the encoder. Firstly, as is
typical in the field of watermarking, all the transmission codewords must conform to an average power constraint.
Secondly, for the embedding to be statistically undetectable (secure), it is required that the density of the
watermarked signal must be equal to the density of the host signal. Assuming that this is not the case, statistical
steganalysis will have a probability of detection error less than 1/2 and the communication may be terminated.
Recent work has shown that some common watermarking algorithms can be modified such that both constraints
are met. In particular, spread spectrum (SS) communication can be secured by a specific scaling of the host before
embedding. Also, a side informed scheme called stochastic quantization index modulation (SQIM), maintains
security with the use of an additive stochastic element during the embedding. In this work the performance of
both techniques is analysed under the AWGN channel assumption. It will be seen that the robustness of both
schemes is lessened by the steganographic constraints, when compared to the standard algorithms on which they
are based. Specifically, the probability of decoding error in the SS technique increases when security is required,
and the achievable rate of SQIM is shown to be lower than that of dither modulation (on which the scheme is
based) for a finite alphabet size.

1. INTRODUCTION

The term steganography refers to the family of techniques used to hide data within a host multimedia signal. Ide-
ally, the corresponding modified signal, referred to as a stegotext, is perceptually and statistically indistinguish-
able from the host. The classical representation of steganographic communication is given by the prisoners’
problem.! Alice produces a stegotext using the message that she wants to communicate and a given host, and
sends it to Bob through an insecure communications channel. Usually, Alice and Bob make use of secret keys for
their covert communication. The warden Wendy monitors the channel between Alice and Bob, and performs a
detection test to decide if the signal being sent includes hidden information by exploiting potential imperfections
of the steganographic method used. This detection procedure is known as steganalysis.

Now, consider the nature of Wendy’s actions. Typically she can be either passive or active. If passive then a
detection test is all that is performed on the received document. If she is active, then the document is attacked
regardless of the outcome of any detection test. In this work we consider that Wendy is basically passive, but we
also assume that the transmitted document undergoes a channel distortion before it is decoded. This operation
may be interpreted as an active warden or attacker pre-emptively jamming the transmitted signal irrespective
of the detection test outcome; for the sake of comparison with prior research, we assume that this distortion is
additive white Gaussian noise (AWGN) independent of the host.

The success of detection tests lies in the location of statistical differences between the host signal and the
stegotext signal. This idea has been formalised by Cachin,? where the security of steganography has been defined
in terms of the Kullback Leibler distance (Dxky1,) between the densities of the host and stegotext signals. The
Dy, is equal to zero iff the two distributions are equal. The implication is that a non-negligible value for Dkr,
for any embedding scheme leads to detectable statistical differences. A major goal of embedding is, therefore, to
keep Dk1, as low as possible, such that the communication passes unhindered.

We now specify two cases of steganographic communication, namely perfect and non-perfect steganography. If
the embedding is such that Dki, = 0 between the host and stegotext densities then we have perfect steganography.
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In this case optimal statistical steganalysis will always have a probability of detection error, P, no better than
1/2. In non-perfect steganography a small value for Dy, is allowed, such that the results of practical statistical
tests are unreliable (c.f. e-secure steganography?). In this work only perfect steganography is considered.

In terms of robustness a work by Moulin and Wang?® showed that the capacity calculation of a steganographic
channel is guided by two constraints; namely an embedding power constraint (due to the codebook) and a
stegotext probability density function (pdf) constraint (also due to the codebook). Given that the equivalent
watermarking calculation only adheres to the power constraint it is to be expected that, in general, the additional
constraint will lead to a performance degradation; for steganography the set of allowable codebooks is necessarily
reduced over that for watermarking, meaning the optimal codebook in a watermarking sense may not be available
for use in the steganographic problem. Indeed, in watermarking, for the AWGN channel, distortion compensated
dither modulation (DC-DM)?* shows a good performance, with an achievable rate close to the channel capacity.
However the stegotext pdf for DC-DM —with a non-zero rate— can never equal that of the host,® regardless
of whether or not the attacker has (partial) knowledge of any key used in the embedding. Thus, assuming that
perfect steganography is required, DC-DM is not a suitable technique for communication.

In other previous work Wang and Moulin® adapted some common embedding algorithms in such a way
that the conditions for perfect steganography are met. To the authors’ knowledge these are the only schemes
proposed in the literature in which statistical transparency is guaranteed when viewed by a third party. Firstly
we have a blind* algorithm, based on the common spread spectrum method.” The standard embedding method
is modified using a host signal attenuation in such a way as to maintain Dk, = 0, for the case in which the host
is Gaussian. We will refer to this technique as secure SS. Secondly, a side informed embedding method based
on quantization index modulation* (QIM) called stochastic QIM (SQIM) is proposed. Subject to the commonly
adopted “flat host assumption,”® this embedding method maintains security through the addition of an extra
stochastic element at the encoding stage.

In this work a robustness analysis of both schemes is performed with a view to quantifying the loss in
performance —over the standard embedding schemes on which they are based— enforced by the additional
constraint at the encoder.® In the case of secure SS no previous robustness analysis is available. Here, the
probability of bitwise decoding error is analysed and compared to a similar analysis for standard SS embedding.
It will be seen that to achieve the same robustness to AWGN as standard SS, the watermark power in secure SS
must be approximately double that of standard SS, for a given host power.

For SQIM an achievable rate analysis is presented which builds on earlier work®? on the topic. Previously
it was shown that the rate of SQIM is upper bounded by that of dither modulation* (DM) for a finite alphabet
size and scalar embedding.? To extend this work, a lattice based analysis of SQIM is presented and asymptotic
closed form expressions for the achievable rate are obtained. It will also be seen that for a large alphabet the
rate of SQIM approaches that of DM.

The paper is organised as follows. Section 2 contains the preliminaries, including a description of the secure
SS and SQIM embedding techniques. Sections 3 and 4 contain the robustness analyses of the two embedding
schemes and Section 5 contains the final remarks.

2. PROBLEM SET-UP
2.1. Preliminaries and Notation

All vectors in this work in are length N column vectors and denoted by bold letters, e.g. x = [z1,---,zn]7,
whereas scalar variables are denoted by normal types, e.g. x. If a capital letter refers to a random variable
(vector), e.g. X (X), then the same letter in lower case, e.g. x (x), is a realisation of the corresponding random
variable (vector). The pdf of a random variable X is denoted as fx(-) and the corresponding cumulative density
function as Fx (-). The statistical expectation of X is denoted Ex {X}, and its differential entropy is denoted as
h(X) = — [ fx(z)log fx(z)dz. The mutual information between X and Y is denoted I(X;Y) = h(X)—h(X|Y).

“Here, “blind” is taken to have the watermarking interpretation (the host signal information is ignored by the em-
bedding algorithm) and not the steganalysis meaning (where a blind test means that Wendy performs a detection test
without knowledge of the embedding algorithm which generated the stegotext).



We assume that the host, x = [z1,---,2n]7, consists of a realization of a random vector X formed by
independent identically distributed (iid), Gaussian zero-mean random variables for both ease of comparison
with previous works, and reasons of analytic tractability. Alice may send either x to Bob, or modify it before
transmission to embed a message b. In the case of scalar embedding we will assume that one message symbol
is embedded per host sample, giving an information vector b = [by,--- ,by]T where bj, j=1,---,Nis a
realization of an iid random variable B, with elements uniformly distributed over the alphabet given by the set
of real numbers B, with cardinality |B|. When examining higher dimensional embedding it is assumed that one
symbol b € B is embedded per host signal vector x. The embedding produces a stegotext (watermarked) vector
s = G(x,b), and the watermark w is then given as w £ s — x. The embedding process may be secured by using
a pseudorandom symmetric key k, shared by Alice and Bob, and then s = Gk(x,b).

Two important parameters for establishing the working point of the steganographic method are the host to
watermark power ratio (HWR) and the watermark to noise power ratio (WNR). The HWR is the average power
of the host normalized by the watermark power, which can be written as

B{X|*} o% 4

HWR & U2l S _ 9x 2
E{IW[*} oy

where 0% and o3, refer to the variances of the host signal and watermark, respectively, assuming that W has zero
mean. If X and S are independent and zero-mean then o3, = 0% — 0%. Notice that the perceptual constraints
in any data hiding problem impose very high values for the HWR.

The channel noise v = [v1,--- ,vn], is assumed to be AWGN with power 0‘2, such that the received vec-
tor y = x4+ w+ v. Correspondingly, the WNR is defined as the watermark power, normalized by the noise
power and is written as

E{W|*} _ o}
E{VI?} o}
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The achievable rate for a given coding scheme and channel is defined consequently as R = I(Y; B).

Some valuable insights into generic quantization schemes are obtained by means of lattice-based quantization
schemes, which make possible a systematic analysis and provide performances reasonably close to those obtained
with generic quantizers. Our lattice-based analysis of SQIM in this paper adheres to previous work carried out
for DC-DM.'? For this reason some lattice definitions, that we present next, will be needed. Briefly, we have
that any N-dimensional lattice,!' A, may be partitioned by another sublattice A’ C A as follows. A coset of
A’ is a translated lattice A, = {A+c: X € A’}, where the coset representative ¢ € A and then A, C A. The
ensemble of all distinct A, which are disjoint and whose union gives A, is called a partition of A induced by
A’; the number of such cosets is the order of the partition |A/A’|. A lattice A defines an associated minimum
Euclidean distance quantizer @ (:). Then, in data hiding methods based on quantization, a partitioned lattice
may be used to embed symbol b by means of the sublattice associated to the coset representative cp, which we
may denote in short by A} £ A/, ; in this case |B| = |A/A’].1° The fundamental volume of A, V/(A), is the volume
of any quantisation region of its associated quantizer. Also, its Voronoi region is ®(A) £ {x : Qa(x) = 0}.
Finally, we define the decision region corresponding to symbol b as

Vy 2 {x € RV 1 |x — Qu(x)|l < [x = Qa, (), Vg€ B} (1)

2.2. Optimal Detection

Alice transmits either x or s. Because Wendy does not know the origin of the document she receives, she can
only assume it to be an unclassified document z. She must decide if z sent to Bob by Alice has been drawn either
from fx(-) or from fg(-). Assuming that fx(-) is known, then, given G(-), fs(-) is also known. This becomes an
hypothesis testing problem with two choices, the null hypothesis Hy (z is a host), and alternative hypothesis,
H; (z is a stegotext). The optimal test is the Bayes likelihood ratio,?

H
s Ix(2) ' P Cio—Coo s
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where P;, i € {0,1} represent the a priori probabilities for the null and alternative hypotheses respectively,
and Cj; the cost of choosing H; when the true hypothesis is H;. We assume is all further work that the a priori
probabilities are uniformly distributed. The (optimal) probability of error in (2) is given as

P; 2 P(L(Z) < p|lZ ~ fx) - Po+ P(L(Z) > p|Z ~ fs) - P = w, (3)

where Z ~ fx is taken to mean that the random vector Z follows fx(-), Ps, represents the probability of false
alarm and P,,, the probability of a miss.

From Alice’s point of view it is desirable to set the P of the test to be 1/2. In this way the test result is

always unreliable and the communication will pass the warden unhindered. The relationship between (2) and (3)

is given through Stein’s lemma,'® which, for iid elements in x and s, and P,, = 0, can be written as a bound,
giving,

P, > 2_NDKL(fXHfS), (4)
where Dxki, is the Kullback Leibler distance given as

fx(x)
o) dx.

In general Dkr,(fx|fs) # Dxr(fsl fx) and Dxi(fx| fs) = 0iff fx(-) = fs(-).

From (4) it can be seen that the only case in which P} = 1/2 is if fx(-) = fs(:), giving Dkr, = 0.2 Thus for
a perfectly secure embedding algorithm the stegotext density must equal the host density. If equality is not met
then the test (2) will have a P* < 1/2.

Drct.(fxlfs) 2 / fx(x) log (5)

In this work we consider only that the attacker does not have access to any secret key used in the embedding
process. This poses a problem for the attacker as fg(+) is not available. One possible approach under this scenario
is to take the average expression of fg(s|k) over K for use in (2). This gives

Fs(s) = Bxe{fs(slk)} = / Fs(slk) - Fre(k) . (6)

In a recent work Wang and Moulin® have adapted some common watermarking algorithms such that the
condition for P’ = 1/2 is met. These embedding techniques will be reviewed next.

2.3. SS Embedding Techniques

In standard SS embedding the message is modulated onto a pseudo-random sequence which is then added to the

host to form the stegotext. We assume for this embedding that the message is binary and given as b € {—1,+1}.

Also, one message bit is embedded per host vector meaning that repetition encoding is implicitly used in this

technique. The embedding power is guided by a parameter vector a, which is typically host signal dependent. For

ease of exposition we assume here that the parameter is constant for all host samples, i.e. o =, j=1,---,N.
The particular type of SS embedding we analyse is given as'4

s=x+a-b-g (7)

where g is the key dependent zero mean pseudo random sequence. Letting g; € {—1,+1} we have that
E{GGT} = Iy when viewed by an external observer, where Iy denotes the N x N identity matrix. This
gives the embedding power, D,, = 0%, = . For the purposes of analysis this also means all elements of (7) are

equally distributed with fs(s) = Hé-vzl fs(s;), and then we may focus our study in one such distribution.

For fx(-) Gaussian, under the procedure outlined in (6), fs(-) = 1 (M(e, 0% ) + N(—a,0%)), a Gaussian
mixture. After some algebra this gives,

Fols) = = <‘(522;§;0‘2)> cosh (%) . ®)




This is of course not equal to fx(-), unless a = 0, in which case no embedding takes place. Therefore, if this
technique is adopted for message transmission, we have that P < 1/2, and communication may be terminated
by the warden.

In response to this problem a scaling of the host has been proposed® which has the effect of making fs(-) =
fx (). Firstly assume that we have two mutually independent random vectors given as M1 ~ N(0,0%Ix) and
M_; ~ N(0,0%1y) corresponding to b = +1 and b = —1 respectively. The value of 0% will be discussed in a
moment.

Now the modified formula for embedding b is
S = X + my, (9)

with my drawn from M, as above. Because the two signals on the right hand side of (9) are independent the
pdf of s is the convolution of the two Gaussians, resulting in another Gaussian. As all signals are zero mean, all

2
that remains to achieve security is to maintain 0% = 0%. This condition gives the value of v = \/1- Z—é‘ Then
X

it can be seen that
D, =E{(s —2)?} = E{((v — Dz +m1)*} = (v — 1)%0% + o%. (10)

This of course must equal 0, to meet the HWR constraint with the result that the power of the message can
be written as

2 2 Ty
X

Under this procedure, all detection tests will have P = 1/2.

It is evident from this embedding that the key to security lies in the scaling of the host before embedding. A
similar method, used to improve robustness is that of improved spread spectrum (ISS).'®> The embedding formula
for the linear version of this technique can be written in the following form,

s=(Iy—rgg )x+b-a-g, (12)

where £ is an optimisable constant. This method is shown to have better robustness to noise characteristics than
standard SS (7), when & is optimised for a given channel noise power. This is similar to the embedding method
distortion compensated dither modulation (DC-DM),* where the so called Costa parameter is optimised for a
given channel to maximise the achievable rate of the scheme. However, it was also shown that manipulating the
Costa parameter can be used to increase the security of DC-DM.6 9,16

The question then arises as to whether £ in (12) can be optimised for security, as opposed to robustness,
similarly to DC-DM. Firstly, it should be noted that the matrix Iy — xgg’ is not diagonal, implying that the
elements of s in (12) are not strictly independent. However, assuming that « is small, the matrix is predominantly
diagonal and an approximation of independence between elements can be made.

If we consider that g € {+1,—1}, the (approximate) scalar embedding formula can be written as s =
(1 —k)x+b-a-g. It can be seen that, in this case fg(s) is given as

1 2 + a2 s
158 = T amoy P (‘2@(1 - m>2> cosh ((1 - m>2o§(> | (13)

This shows that the only case in which security is guaranteed is when x = 0 and a = 0, i.e., no embedding takes
place. This particular type of ISS is therefore clearly not suitable for steganography. If we take G ~ N (0,1), (12)
becomes s = (1 — kg?)z + b -« - g. This transformation is much more involved but a brief glance indicates that
again it is required that a = x = 0, for fs(-) = fx(-).

This reasoning indicates that ISS embedding will never give perfect security but manipulation of x may
allow the method to be used in such a way that the performance exceeds that of SS while also maintaining an
acceptable P’ similar to the argument for DC-DM.? This particular topic is outside the scope of this work and
is not pursued here.



2.4. SQIM Embedding Technique

SQIM is a side informed embedding technique® based on quantization of the host signal samples. Lattices provide
a natural method of analysis for such schemes, such as the work of Pérez-Gonzélez on the DC-DM algorithm.!?
Here, we follow this analysis, with specific application to SQIM.

Firstly, the host space is tiled with a lattice A partitioned by A’, with |B] = |A/A’|. We now have that
any b € B can be encoded using the quantizer Qx; (). For a given message b there are two possible embedding
scenarios depending on the location of x. Firstly assume that x € V,, with the decision region V;, given by (1).
In this case x is already a valid codeword, and s = x is transmitted. Obviously Q A (s) € Vp and minimum
Euclidean distance decoding will be correct (in a noiseless scenario). Next consider that x ¢ V,. In this case a
watermark must be added to x to communicate b. This watermark in turn consists of two summands, namely a
quantization error given as @) AL (x) — x, and an additional element d drawn from a certain random variable D,
which is used to maintain the pdf of S equal to that of X for an external observer. The pdf of D is just given
by fx(-) truncated to the support given by the region Qa; (x) + ®(A), and normalized to remain a pdf.

From the above discussion the SQIM embedding procedure can be written as

_ QA;(X) + da X ¢ va
5= { X, X € Vp, (14)
where the pdf of D is given as
1
_ [ 5 xQa(x)+2), ze®A),
fo(z) = { 0, ' otherwise, (15)

with the normalization factor x £ f{)(A) fX(QA’b (x) + z) dz. Note that the shape of the pdf of D depends on x,
but this dependence vanishes with the flat host assumption.

3. SPREAD SPECTRUM COMMUNICATIONS

In this section the probability of decoding error in the SS techniques where it is seen that the insecure technique
performs better than the secure embedding, when the noise is AWGN. Let the probability of bitwise decoding
error for the standard SS scheme be denoted as PSS, and that of secure SS as P35S,

3.1. Probability of Error in Standard SS

We now wish to analyse the probability of error for the system given that y = s+ v. The pdf of the host is
symmetric so the decision threshold is zero. The ML decoding procedure is to set b = +1 if the correlation value
r =yl .g > 0. Without loss of generality assume that g =1,7=1,---,N. By the central limit theorem
(CLT) this statistic is Gaussian so it suffices for performance purposes to find the mean and variance. We have
that E{r} = E{3_;(z; + a+v;)} = Na. The variance is given as Var{r} = E{r?} —E*{r} = N- (0% +0%). We
then can write, by symmetry (with P(b = +1) = P(b = —1) = 0.5), that P55 = P(r < 0|b = +1). This gives

ss vVNa B N
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where Q(-) represents the integral of the tail of a Gaussian pdff.
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Figure 1. Probability of bit error against host vector
length N for standard SS (P$%) and secure SS (P559).
The theoretical (Th.) values are shown as with markers
and the lines represent the empirical (Emp.) evaluation.
HWR = 20 dB, WNR = 0 dB.

Figure 2. Probability of bit error against host vector
length N for standard SS (P£%) and secure SS (P555).
The theoretical (Th.) values are shown as with markers
and the lines represent the empirical (Emp.) evaluation.
HWR = 20 dB, WNR = —20 dB.

3.2. Probability of Error in Secure SS
Now in the case of secure SS we have a different scenario. From (9), assuming that b = +1 without loss of
generality, we have y = vx + m; + v. Again using the ML correlation receiver we have that an error occurs
when (vx +mi; +v)T -my; < (vx+my1 +v)T - m_;. With the same symmetry conditions as standard SS
this means that the PSS can be expressed as
PSS = P(vx+my+v)T myy < (wx+myq +v)7 - m_;)

= P ((VX +myq + V)T . (erl — m,l) < O) . (17)

The decision statistic r = (vx+m_;+v)? - (my; —m_,), is again Gaussian under the CLT, and thus completely

specified by the mean and variance. We have E{r} = No?%. The expression for Var{r} is more longwinded but
the result can be seen to be

Var{r} = No% (2v%0% + 0% + 20%). (18)

This gives

PZ,SSS—Q( VNok N§(dy —1) ) '

=Q
V2120% + 202 + ai) £B87? =4y +1) + 8y

3.3. Quantifying the Loss in Performance

A plot of the performance of secure SS is shown in Figures 1 and 2 as a function of the length of the code N. It
is clear that there is a loss in performance when the secure SS technique is used, at both WNRs tested. However,
gauging this loss in performance directly from (16) and (19) is not immediately obvious. To gain more insight we
consider the case in which only the only noise in the communication is the host signal interference, i.e. o = 0.
In this case, we have that the error probability in standard SS is

P3S=Q < %) . (20)
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Figure 3. Probability of bit error vs. host vector length N for secure (P5%) and standard SS (PSS), illustrating the
approximate equality in performance if the power in secure SS is double that of standard SS. £ — oc.
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For secure SS with no channel distortion we have that P55 = Q ( S 71

). Noting that v > 1, this can be

accurately approximated as

sSS ﬁ
-t o
Now, comparison of (20) and (21) illustrates more clearly the impact of the security condition. It can be seen
that, to achieve roughly equivalent performances, the HWR must be halved (reduced by 3 dB) in the secure SS
scheme. This equates to requiring that the watermark power be doubled for the case in which the channel noise
is set to zero. This result is illustrated in Figure 3, where the exact expressions are used for results rather than
the approximation from (21).

4. STOCHASTIC QIM

In this section an analysis of lattice based SQIM is presented. It is important to note that this analysis makes
use of the flat host assumption simplifying the analysis considerably.” The section begins with a brief summary
of previous work on SQIM.

4.1. Binary Scalar Embedding

It has been shown in previous work? that the pdf of the watermark in scalar SQIM, under the flat host assumption
and with b € {0, 1}, is given as

(O(w) + fe(w) * fp(w)), (22)

N =

fw(w) =
where fg(-) is the pdf of the quantization error,

- a 2 = )
fE(e) { 0, otherwise.

and the non-null part of the pdf of D is given as fp(d) = 2/A, d € (A/4,A/4].



We then have that E{w?} = 03, = A?/12 which is the same as the DM watermark power? and leads to a
fair comparison between DM and SQIM. In terms of achievable rate it results in the fact that SQIM can never
outperform DM. This can be seen by considering the following.

In DM all of the embedding power is used to transmit the message but in SQIM only a proportion of the
same total power in used for the message. The remaining power is used to compensate the shape of the pdf.
To see what this proportion is we can simply compare fp(-) and fg(-). It can be seen that 0% = A?/96 while
0% = TA?/96. The total power is of course the addition of the two variances as both signals are independent.
This shows that in SQIM 1/8 of the embedding power is used in the pdf compensation while the remaining 7/8
is actually used in the message transmission.

In order to obtain the achievable rates, the pdfs of the stegotexts are required for each scheme. Let ¢;; =
1A 4+ bA/|B| for suitable i € Z be a generic quantization point associated with message b. Firstly for SQIM and
s€ (gp—A/(2B]), ¢+ AJ(2|B])] we have that
Bl fx(s), s —aisl < 5.

2
0, otherwise. (23)

fu (o~ {

Then, the conditional pdfs fs(s|b) are computed from (23) by summing over ¢ € Z. It is easy to verify that
fs(s) = Ep{fs(sb)} = fx(s). Next, the pdf for DM can be seen to be,’

Fs(slk) =" " wip-6(s—aqip), (24)

beB i=—o00

A

where the weights, w;, = |_113‘\ f:_“:jg fx(z)dz. The conditioned pdfs follow simply. To conclude, convolving
T, 2

fs(+) with fy-(-) will give fy(+), and the rates are then obtained by numerical evaluation.

The achievable rates of both DM and SQIM are shown in Figure 4. As can be seen from the plots that the rate
of DM upper bounds that of SQIM, as expected from the previous considerations. Also note that performance
in high noise conditions is very poor for both schemes, unlike the DC-DM performance in that case.? As the pdfs
of the stegotext depends on the pdf of X both for DM and SQIM, the performance of both schemes depends on
the HWR. This dependence is displayed in Figure 4. The results indicate that lowering the HWR will improve
the rate of communication, a result that has been shown to hold for DC-DM also.?

4.2. Achievable Rate Analysis of SQIM using Larger Alphabets

Considering multi-dimensional SQIM once again we have that the received signal, for message b, may be seen
at the decoder as 'y = Q4 (x) +d + v, with d drawn from D and x ¢ V. We will initially ignore the case of
y = x + v, for reasons that will be discussed later. Without loss of generality, let us assume that x € ®(A’).
Now, as the only term required to convey the message is Q AL (x), we may view the term d as an additional noise

parameter. This means that the total noise added during communication is given as t £ v +d with pdf given as

fr(t) = fv(t) * fo(t). (25)

Given that the pdf of the message is a -function on ¢, we have that the received signal pdf consists of fr(t—cp),
ie., fy(z|B =0b) = fr(z — cp). To remove the message dependence we can modularise the pdf as follows,

fY(Z) _ { Yowen fy(z—w), ze€ @A), (26)

0, otherwise.

Now, it has been shown!® that the achievable rate can be written as

R =Dy (fy<z|b - 0)|||1§| ) fy<z|b>> . (27)

beB
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Figure 4. The achievable rate R for SQIM and DM. T'wo separate HWRs are plotted to emphasize the fact that the rate
is a function of the host signal power. The channel capacity C = %log(l + €) is plotted for reference. % = 1.0.

Before proceeding we let |[B| — oo. This provides two simplifications. Firstly, the Voronoi region of A ap-
proaches a d-function, implying that fp(t) — 0(t), and further that fy(t) — fv(t). The convergence of these
distributions is understood loosely as an approximation. This convergence also has the effect that the probabil-
ity P(x € V,) — 0 meaning that the embedding case of s = x can be ignored for the purposes of the analysis, as
mentioned above. Secondly, the continuous approximation!? can be applied to solve one of the integrals in (27),
giving

Rsqim = / fv(t)logy fyv(t)dt + log, V(A'). (28)
tED(A)

It is important to note that this expression is independent of fx(-). This is as a result of the flat host assumption
and the limit in the alphabet size. This implies that comparison of (28) with the exact rate for relatively low
HWRs (i.e. below approximately 15 dB) will show inaccuracies as the flat host assumption begins to fail and
(28) becomes inaccurate. Also noteworthy is the fact that this expression is equal to that for DC-DM! in the
case for which a = 1, i.e. the rate of DM. The implication is that, as the alphabet size increases, the rate of
SQIM converges to that of DM and the effect of D on the performance disappears.

This result is general for all WNRs but under specific noise conditions, further simplifications are possible.

Firstly, in low noise conditions the pdf fy(-) & fv(-) as most of the area of the pdf lies within ®(A’). This means

that (28) can be approximated as RIS{égI}fv[ ~ —h(V) +log V(A'), giving,

; N
Rgégl}fw ~log V(A") — 5} log (2meot) . (29)

To obtain an approximation to the rate in high noise conditions we revert to the scalar lattice. It has been
shown that pdfs of the form of fi-(-) in (28) can be represented as a Fourier series.'” Note that this extended
version of fi(-) can be viewed as the convolution of fy(-) with a train of é-functions on the lattice A’. In
the frequency domain this convolution is of course a multiplication. The Fourier transform (FT) of fy(¢) is
Fv(f) = exp(—2n20% f?) for V Gaussian. On the other hand, the FT of the § train on A’ is another § train,

this time on the dual lattice A’*.11

Substituting for fy-(-) this gives

v =Y Fr(w) Ow)e ™, (30)

weA+
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Figure 5. R for scalar SQIM for alphabets with cardinality |B| = 2 and co. The approximations from (32) (R and
(29) (R?égﬂ‘%) are also plotted. HWR = 20 dB. The channel capacity C' is plotted for reference.

where TI(f) = ﬁ Y went 0(f —w) is the FT of a ¢ train on A’. Since fv(-) is slowly changing over A’, a
17

convenient approximation is to consider only the low frequency terms,

some algebra we have that
~ 1 2722 2wt
fv(t) = A (1 + 2exp (%) cos (%)) . (31)

Now in the calculation of (28) it is seen that the entropy of (31) is required. This integral as it stands is difficult
to solve, but, using the approximation log(1 + x) & « for |z| small, which makes sense for high noise conditions,
the integral becomes considerably simpler. Substituting into (28) we finally get

corresponding to w = {0, :l:%}. After

4202
REG ~ 2exp (- A?V) : (32)

The evaluation of (28) for the scalar lattice with |B| — oo is plotted in Figure 5 alongside the rate of the binary
scheme, for a fixed HWR = 20 dB. As happens with DM, it is interesting to see that at high WNRs the rate is
significantly improved by using the |B|-ary alphabet but this is not the case at lower WNRs where the two rate
plots converge.

5. CONCLUSION

The performance of perfectly secure steganographic techniques is examined under the AWGN channel. Two
techniques, namely secure spread spectrum and stochastic quantization index modulation are analysed and
compared to the standard watermarking algorithms on which they are based.

It has been shown that the increased security comes at the cost of robustness for both schemes. In the case
of secure SS it was shown that to achieve approximately the same probability of error performance as standard
SS the watermark power must be doubled.

For SQIM, the security condition is met through the addition of a stochastic element during encoding.
This requires additional embedding power and reduces the achievable rate of the scheme over that of dither
modulation. Explicit formulae for the rate of SQIM are derived using a lattice based analysis of the scheme.
Under the assumption that the alphabet size tends to infinity it was seen that the effect of the additive element
is removed from the analysis, and rate of SQIM becomes equal to that of DM.



Finally, it is worth noting that the two methods differ in how they achieve undetectability. The SQIM method

generates true random variables (the codewords are random for a third party observer and the legitimate decoder)
whereas the SS embedding only generates pseudo-random codewords (i.e. random to the attacker but not the
decoder). The implication of this is that —assuming the attacker has access to a group of stegotexts— SQIM is
completely resilient to an estimation attack whereas the secure SS technique is not.
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