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Abstract. The development of watermarking schemes in the literature
is generally guided by a power constraint on the watermark to be embed-
ded into the host. In a steganographic framework there is an additional
constraint on the embedding procedure. It states that, for a scheme to
be undetectable by statistical means, the pdf of the host signal must
be approximately or exactly equal to that of the stegotext. In this work
we examine this additional constraint when coupled with DC-DM. An
analysis of the embedding scheme Stochastic QIM, which automatically
meets the condition under certain assumptions, is presented and finally
the capacity of the steganographic channel is examined.

1 Introduction

The term steganography refers to the family of techniques used to hide data
within a host multimedia signal. Ideally, the corresponding modified signal, re-
ferred to as a stegotezt, is perceptually and statistically indistinguishable from
the host. The classical representation of steganographic communication is given
by the prisoners’ problem [1]. Alice produces a stegotext using the message that
she wants to communicate and a given host, and sends it to Bob through an
insecure communications channel. Usually, Alice and Bob make use of secret
keys for their covert communication. The warden Wendy monitors the channel
between Alice and Bob, and performs a detection test to decide if the signal
being sent includes hidden information by exploiting potential imperfections of
the steganographic method used. In an analogous way to cryptanalysis, this
detection procedure is known as steganalysis.

Some considerations on the nature of Wendy’s tests are necessary. Typically
Wendy can be either passive or active. If the warden is passive then a detection
test is all that is performed, but on the other hand, if she is active, then the
document is deliberately attacked regardless of the outcome of any detection
test. In this work we consider only that Wendy is passive. We also assume that
the transmitted document undergoes a channel distortion before it is decoded.
The nature of the channel is taken to be additive white Gaussian noise (AWGN),
for the sake of comparison with previous results.

The success of detection tests lies in the location of statistical differences
between the host signal and the stegotext signal. This idea has been formalised
by Cachin in [2], where the security of a steganographic embedding method



has been defined in terms of the Kullback Leibler distance (Dxki,) between the
densities of the host and stegotext signals. Dgp, is equal to zero iff the two
distributions are the same. The implication is that a non-negligible value for
Dy, for any embedding scheme leads to detectable statistical differences. A
major goal of embedding is, therefore, to keep Dky, as low as possible, such that
the communication passes unhindered.

We now specify two cases of steganographic communication, namely perfect
and non-perfect steganography. The difference lies in the restriction placed on
the encoder. If the restriction is such that the Dk, = 0 between the host and
stegotext densities then the embedding scheme is said to conform to perfect
steganography. In this case optimal statistical steganalysis will always be have a
probability of error, P, no better than 0.5. If a small value for Dk, is allowed,
such that the results of practical statistical tests are unreliable, then we have
non-perfect steganography (c.f. e-secure steganography in [2]).

Statistical differences are, of course, not the only concern when designing
embedding schemes. As in the related area of watermarking, it is also desired
that the rate of communication be as high as possible. Consider for a moment
the case where the host is zero-mean independent identically distributed (iid)
Gaussian random vector and the channel noise consists of two sources of additive
white Gaussian noise (AWGN), both mutually independent. Assuming power
constrained codewords and given knowledge of one of the noise sources at the
encoder, the capacity of the channel can be achieved with Costa’s codebook [3].
Now, to the authors knowledge, the work of Moulin and Wang in [4], is the only
previous work in which the capacity of steganographic communication scenarios
is rigorously examined. One of the main starting points in this work is that, for
capacity calculations, in addition to the usual power constraint, there is also a
pdf constraint which, for Dky, = 0 (i.e. perfect steganography), requires that the
pdf of the codebook must be equal to the pdf of the host signal.

For the case in which no secret key is used at the encoder, this result implies
that Costa’s codebook is not suitable for the steganographic channel because
the codewords, although Gaussian, are discretely distributed. It can be argued
that, if the codewords are unknown to the detector, scaled correctly and only
used once, then the system will be perfectly secure. However, if the codewords
are used more than once, as is the case in practical methods, then a detector
can be designed to exploit this fact and the security is lost.

Considering only the power constraint at the encoder, it has been shown
that distortion compensated dither modulation (DC-DM) [5] (or equivalently,
the scalar Costa scheme [6]) has an achievable rate close to the capacity of the
side informed AWGN channel. It was also shown in [7] that DC-DM can never
conform to the restrictions of perfect steganography. However, it is well known
that DC-DM requires the optimisation of a parameter, «, for a given noise power
over the channel. This parameter can also be tuned for the purposes of reducing
the value of Dxr,, such that non-perfect steganography is still possible. Several
authors have adopted this approach in the past [8],[9]. In those works, assuming
the key to be leaked to an attacker, the value of @ was taken to be 0.5, such



that the Dk, is kept as low as possible while allowing errorless communication
in the absence of any channel noise. Here, in the case where the key has not been
leaked, we will show that this is not necessarily the best value. We indicate, using
Stein’s lemma [10], the optimal value for Alice to choose, such that practical
statistical tests have a probability of error, P., close to 0.5, and the rate of
communication is simultaneously maximised over the AWGN channel. We will
also use Stein’s lemma to show the penalty in capacity incurred when a non-
perfect steganographic constraint is coupled with the power constraint at the
encoder.

Given that DC-DM is an approximation to Costa’s discrete codebook, the
question arises of whether or not there exists an analogous codebook for the
steganographic channel. A promising scheme is that of stochastic quantization
index modulation (SQIM), proposed by Wang and Moulin [8]. Unlike DC-DM
where the codewords are fixed, SQIM uses non-fixed codewords to improve secu-
rity. Subject to the flat host assumption, the codebook is then formed from the
same density as the host pdf and thus statistical steganalysis on SQIM will fail.
Here we present an analysis of SQIM and illustrate its performance compared to
that of dither modulation (DM) [5]. We will also show that the achievable rate
of scalar SQIM is upper bounded by that of DM.

The essential feature of SQIM, from a perfect steganography point of view, is
that every point in the host signal space forms an allowable codeword with prob-
ability given according to the host signal pdf. Finally, we extend this philosophy
to higher dimensions using a sphere packing argument.

The paper is organised as follows. Section 2 is devoted to setting out the
problem and the notation we adopt. An analysis of DC-DM with non-perfect
steganographic constraints at the encoder is presented in Sect. 3. Section 4 con-
tains an analysis of SQIM and the capacity of perfect steganographic channels
is addressed in Sect. 5. Finally, conclusions are drawn in Sect. 6.

2 Problem Set-up

Notation and Preliminaries. In this work capital letters refer to random
variables and vectors respectively, e.g. X, X, with lower case letters the re-
spective realisations, e.g. z, x. Individual elements of x are indexed as x;. All
vectors are of length N. The probability density function (pdf) of a random vari-
able X is denoted as fx(-) and the corresponding cumulative density function
as Fx(-). The statistical expectation of X is denoted Ex {X} and the differ-
ential entropy of X is denoted as H(X) = — [ fx(z)log fx(z)dz. The mutual
information between X and Y is denoted I(X;Y) = H(X) — H(X|Y).

We assume that the host, x = [z1,---,2zx], consists of a realization of a
random vector X formed by independent identically distributed (iid), Gaussian
zero-mean random variables for both ease of comparison with previous works,
and reasons of analytic tractability. Alice may send either x to Bob, or modify
it before transmission to embed b = [by,--- ,by], b; € B, where in experiments
we take |B| = 2, giving a sequence of binary digits drawn from a uniform dis-
tribution. This produces a stegotext (watermarked) vector s = G(x,b), and the
watermark w is then given as w = s — x. We assume that only one information



symbol b; is embedded in one corresponding covertext sample z;. The embed-
ding process may be secured by using a pseudorandom symmetric key k, shared
by Alice and Bob, and then s = Gk(x,b).

Two important parameters for establishing the working point of the stegano-
graphic method are the host to watermark power ratio (HWR) and the wa-
termark to noise power ratio (WNR). The HWR is the average power of the
host normalized by the watermark power, which can be written as HWR £
E{||X||*}/E{||W|*} = 0% /o},, where 0% and 0%, refer to the variances of the
host signal and watermark, respectively, assuming that W has zero mean. If X
and S are independent and zero-mean then o3, = 0% — 0%. Notice that the
perceptual constraints in any data hiding problem impose very high values for
the HWR.

The channel noise v = [v1, - ,vy], is assumed to be AWGN with power 0‘2/
such that the received vector y = x + w + v. Correspondingly, the WNR is de-
fined as the watermark power, normalized by the noise power and is written as,
WNR 2 E{[WI|2}/E{|[V]?} = 03 /0%

2.1 Detection Test

Alice transmits either x or s. Because Wendy does not know the origin of the
document she receives, she can only assume it to be an unclassified document z.
She must decide if z sent to Bob by Alice has been drawn either from fx or
from fs. Assuming that fx is known, then, given G(-), fs is also known. This
detection problem is then a hypothesis testing problem with two choices, denoted
as the null hypothesis Hy (z is a host), and the alternative hypothesis, H; (z
is a stegotext). To make a decision on z, the optimal test based on the Bayes
likelihood ratio [11], and is given by

H,
A fx(z) 20

A(z) Ts(2) :

: (1)
1
where £ (Py/Py)-((C10—Coo)/(Cor — C11)). The P, i € {0, 1} represent the a
priori probabilities for the null and alternative hypotheses respectively, and Cj;
the cost of choosing H; when the true hypothesis is H;. Letting Cj; = 9y,
with 6;; the Kronecker delta function, and choosing the a priori probabilities to
be uniformly distributed, gives the maximum likelihood (ML) test.

It is desirable to relate the predicted outcome of (1) to some performance
property of the embedding process which is directly measurable. One such in-
teresting property is the probability of error in the detection test, P,, defined as

Py, + P,
P. 2 P(Z ~ fx|A(Z) < p)- Py + P(Z ~ fs|A(Z) > p)- P, = ff’ (2)
where Z ~ fx is taken to mean that the random vector Z follows fx, P,
represents the probability of false alarm and P,,, the probability of a miss. We
have again assumed that the a priori probabilities are uniform as this is worst



case for Wendy. A quantity to relate the P, and the embedding process, as we
will see, is the Kullback-Leibler distance which is defined, in one direction, as

fx(x)
fs(x)

In general Dkr,(fx||fs) # Dxu(fsl|fx) and Dxr(fx||fs) = 0iff fx = fs.

In [8] the sum of the Kullback Leibler distances in both directions (the J-
divergence) was used to lower bound the error probability in Wendy’s test. Here,
we take a different approach through the use of Stein’s lemma [10], which we
review next. In [10] the lemma applies to discrete random variables but here we
use a direct translation to a continuous domain. Using this lemma the P, and
Dxi, can be directly related to one another. Firstly let Py, = [ e Jx(z)dz and
P, = fA fs(z)dz, where A C RY is an acceptance region for Hy and A€ its
complement. Then for 0 < v < 0.5, let Py, = min g~ P, which leads to

Ph<v

Drcw.(fxlfs) 2 / Fx() log X g5 (3)

1
gii% A}gnoo N log(Pf’;) = —DxL(fx|fs)- (4)
This gives a direct relationship between the errors in detection of (1) and Dk,
in the limit as N approaches infinity. Alice can readily monitor Dk, and as
such can approximately predict the outcome of any optimal detection test on
the documents she transmits. Hence suitable parameters can be chosen for the
embedding scheme such that the P, in Wendy’s detection test will be close to 0.5.
This relationship only holds true in the limit but, here, for practical purposes,
we assume that N is large and take (4) to approximately hold in this case. It
should also be noted that, in inverting (4), a slowly varying function is required
which depends on, among other parameters, the P,, [12]. However, in general,
this function is not known and as in [12] we will ignore this function for the
purposes of simplicity.

2.2 Capacity

For the purposes of this discussion assume that Alice wishes to embed a message
in x and transmits s. Ignoring the detection test, this communication scenario
is the standard watermarking channel, see e.g. [6]. It has been noted in [3] that
the capacity of this channel is given as C' = maxy, | (uylo) [(U;Y) — [(U; X),
where U is an auxiliary random variable. Achieving this capacity is then a prob-
lem of choosing a suitable codebook U. For the power constrained case where the
host signal is iid Gaussian, and the channel distortion is represented as AWGN,
Costa [3] showed that, for U = W + aX and a = 03, /(03 + 0¥), the capacity
of the channel is given as

1 o?
C10g<1+W). (5)
2 0%

An alternative geometrical approach to calculating the capacity of this chan-
nel is contained in [13], which we summarise here because it will be drawn upon



in Sect. 5. Noting that N is large consider the following. Around any given x,
there is an allowable distortion (embedding power) sphere, denoted Ty, with
radius given as /N U‘Q/V, which must contain at least one codeword correspond-
ing to each possible message. For a given achievable rate, R, we then wish to
position the 2V codewords within the sphere such that the noise spheres, Ty,
of radius y/No around each codeword have asymptotically vanishing overlap
as N — oo. To calculate the achievable rate, a ratio of volumes is formed which
gives

w2

(Nop)=
A capacity achieving code will achieve this rate for R = C' from which it can be
seen that (6) reduces to (5).

Finally, for a given coding scheme, host pdf and channel, the achievable rate
of communication can be calculated as the following [10],

R=I(Y;B)=H(Y) - |—;|ZH(Y|b). (7)
beB

3 DC-DM

In this section we analyse DC-DM in respect of the constraints imposed by
steganography. Firstly a brief review of DC-DM is presented. Then the achievable
rate of DC-DM with steganographic constraints at the encoder is examined.

3.1 Embedding Method

DC-DM with uniform scalar quantizers is a practical implementation of distortion-
compensated quantization index modulation (DC-QIM), proposed by Chen and

Wornell [5]. It has been shown that, for the AWGN channel with side information

at the encoder, DC-DM has an achievable rate acceptably close to the capacity

of the channel [6]. The embedding technique is based on the quantization of the

host samples with a dithered version of a uniform scalar quantizer Qa(+). We

assume that the quantization step A is the same for all covertext samples. For

example, in the case of binary messages the embedding takes place with two

quantizers shifted by A/2. In order to embed a binary symbol b; at the host

sample z; the corresponding stegotext sample s; is obtained in DC-DM as

b; b;
sj = G, (25,b5) = zj + a [QA (l’j —k; —Agj) +hi+ AT -l (8)

where the additional dither k; € (fé, %] is the secret key shared by Alice and
Bob at the jth sample. The distortion compensation factor 0 < o < 1 allows
for tuning the method for optimal robustness to channel noise, assuming that

its power is known in advance [6], or alternatively, for tuning its detectability



properties [9],[8], as we will discuss in Sect. 3.2. DM is a particular case of DC-
DM for which a = 1.

Assuming that the quantization error is approximately uniform and indepen-
dent from X, the HWR is for this embedding method is given by

120%
A2 )

HWR =

3.2 Optimal DC-DM Detection

In previous works [7] the optimal detection of DC-DM was presented in the
presence and absence of a secret key. Here we limit ourselves to the case of
DC-DM in which the secret key has not been leaked to Wendy, as this is the
more pertinent case for analysis. In terms of the achievable rate of a particular
scheme, the use of a key has no effect, but, of course, the knowledge of the
key has implications for the detection of stegotexts. Considering that the key is
unavailable to Wendy, then, for her ML detection test she may use the average
expression for the pdf, taken over all possible keys. This approach comes down
to computing fs(s) = Ex{f(s|K)} = [ fs(s|k) - frx(k) dk, and to use this
average pdf, fg, in (1). The result for fs in the case of DC-DM, for a uniformly
distributed key variable K ~ U (—A/2, A/2], is as follows (details in [7]),

st = s+ (<505 ). (10)

where * denotes convolution. Noteworthy here, is the fact that (10) illustrates
that perfect steganography is never possible using DC-DM. The only case for
which fg = fx is when « or A is set to zero. In either case no embedding takes
place and the achievable rate is consequently zero.

3.3 Achievable Rate of DC-DM

It was noted in [7] that for a fixed HWR the choice of « is irrelevant in respect
of the secrecy of the communication. It can be seen from (9) that the HWR is
directly dependent on the product of & and A. Also, fg from (10), is directly
related to the same product. Thus the actual value of o does not matter in
respect of the secrecy of the communication. Then, assuming a given performance
constraint, an optimal « can be picked for a given channel noise power.

Now, considering the case of fixed A it can be seen that the previous rationale
is no longer true. Other authors [8],[9], assuming a fixed A and that the attacker
has access to k, have proposed the value of o = 0.5. This particular value allows
for errorless communication in the absence of noise and also has the property
that the pdf of the stegotext has full support over R, assuming that X also
does. We consider the case where k has not been leaked to Wendy and will show
that a = 0.5 is not necessarily the optimal value in this case.

Now, we will fix the value of A and use Stein’s lemma to set a limit, apax,
on the maximum value of « such that, if & € (0, max] is used at the encoder,



the P, in the detection test will be close to 0.5. Firstly, Dxr,(fx||fs) is calculated
using fx and (10) for all a € (0, 1] and substituted into (4) to give a value for
the Pj, as a function of a. These values are then substituted into (2) to give
the P, as a function of «.

It can be seen that in (4), by reversing the probabilities and correspondingly
changing the pdfs, the theorem remains essentially unchanged. However the limit
now depends on Dkr,(fs| fx) with the result that the final probability of error
may be different. As such, this case is also calculated and the final P, is taken
as the minimum of the two results at each «, as this represents worst case for
Alice. Finally amax is chosen according to

Gmax = Pe(ag%())(ﬁfe) @ (11)
where € is an arbitrarily small number. Now, due to the nature of the DC-DM
transformation an analytic expression is unavailable for Dgy, in both directions
and the results are only available by numerical evaluation.

The limited range of « values, a € (0, amax], is then used to find the con-
strained achievable rate of DC-DM according to

R = argmax I(B;Y|k). (12)

aE(O,amax]

This rate is calculated by substituting the pdfs fy (ylk), fv (y|k,b = 0) and
fy (ylk,b=1) into (12). The derivation of these pdfs is performed using (8) and
the change of variable theorem, [14] as follows. Assume that message b € B, cor-
responds to the reconstruction points denoted as g; , = 1A+ bA/|B| for suitable
i € {—00,00}. Then for x € (g;5—A/2, ¢; p+A/2] we have that s = z+a(g; ,—x).
Using the theorem the we obtain the following, fs, ,(s) = (1/(1—a))- fx((sip—
gip)/(1—a)), fors € (¢ip—(1—a)A/2,¢;p+(1—a)A/2]. The dependence on the
bin can then be removed by summing over i, giving fs,(s) = > .2 fs,,(s)-
Finally we can remove the dependence on b by averaging over the message al-
phabet (uniformity assumption) and then, fs(s) = (1/|B]) - >_ycp fs,(s). Then
it can be seen that fy (y|k) = fs(y) * fi(y). The conditional pdfs follow easily.
Now, these pdfs are such that an analytic expression for R is not available so a
numerical evaluation of (12) is performed.

For illustration purposes we take A = 1 and assume that N = 10° for the
results. A higher value of N with a corresponding lower value of A will lead
to similar results. Now consider Fig. 1. Here the achievable rate of DC-DM is
plotted as a function of @ € (0,1] for a range of WNRs. The equivalent value
of P, as a function of « is plotted on the z-axis. First examine the cases of
high WNRs. Here it can be seen that the highest value of R is achieved when
the P, is approaching 0. This implies that at these values of WNR there is a
significant loss in the achievable rate of the scheme due to the steganographic
constraint, as the optimum « in terms of rate cannot be used. A sub-optimal
value must be used lowering the rate of the scheme. However, when the low
WNRs are examined it can be seen that the maximum value of R is obtained
within the region where Wendy’s detection test will have a probability of error
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Fig. 1. R(«) for DC-DM plotted against P.(«) in Wendy’s detection test for a
range on WNRs. 0% = 1.0, A =1.0, a € (0,1], N = 10°, HWR varies with a.

close to 0.5. Now, assuming that a given P, > 0.5 — € is acceptable to Alice,
it can be observed that there will be no loss in the achievable rate due to the
steganographic constraint, and choosing the optimal value of « based on this
rate will not allow any significant advantage in the detection test.

Fig. 2 shows plots of (12) alongside the value of R for unconstrained values
of a, as discussed above. There is an evident loss in the achievable rate in the
high WNRs whereas at low WNRs the rate is equal for both cases. This is
due to the fact that at very low WNRs the optimal value of « is close to zero
while it approaches 1 as the WNR increases. The increasing « increases the Dk,
eventually passing the threshold set as apax-

Finally, in Fig. 3 the optimal values of « (i.e. @*) are plotted for a number of
scenarios. Firstly Costa’s « [3] is plotted, alongside the a numerically optimised
for DC-DM and finally the o which maximises (12).

4 Stochastic QIM

We have seen in Sect. 3 that the achievable rate of the embedding method is re-
duced under steganographic conditions. Recently however a data hiding scheme
has been proposed which approximately conforms to the perfect steganographic
channel. Stochastic QIM is a side informed embedding technique [8] which, un-
der the flat host assumption, maintains fg = fx. The main idea is that every
z € R forms a valid codeword s, with probability drawn from fx. This is of
course unlike DC-DM where only certain subsets of R form the codewords with
probability determined by the transformation G(-). In this section an analysis of
SQIM is presented. Then the achievable rate of the coding scheme is analysed
more closely than previously [8]. This analysis is performed under the assump-
tion that k = 0.
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Fig. 2. Achievable rate R for binary, scalar DC-DM under two scenarios. The
first plot (DC-DM) gives R, maximised for all a € (0,1] while the second (DC-
DMcon) gives the constrained value of R maximized over « € (0, Amax], Where
the value of € in (11) is 0.05. The channel capacity (Costa) is plotted for reference.

4.1 Analysis of SQIM Watermark

The binary one dimensional SQIM embedding scheme can be summarised as
follows. The host space R is tiled into disjoint regions of length A/2. Each region
contains codewords corresponding to either b = 0 or b = 1. Let the union of all
the regions of R corresponding to b = 0 be denoted Ay and similarly for A;.
Now assume that € Ay and that b = 0. In this case x already forms a required
codeword so s = x.

Now again assume that b = 0 but that this time x € A;. Then s is formed
as follows. Firstly the nearest correct code region to z (in a Euclidean sense) is
chosen. Then s is chosen randomly from this region with probability given by
the host pdf truncated to said region and scaled accordingly. Thus w = s — x is
the watermark in this case. Now assuming that x has equal probability of lying
in either Ay or A; we have, with probability, P(x € Ag,b=0)+ P(x € A;,b =
1) = P(x € Ag)P(b = 0) + P(z € A1)P(b = 1) = 0.5, that s = = and with
probability 0.5 a watermark w is added to = to form s.

We must now consider the effect of the above embedding on the pdf of the
stegotext. Without loss of generality consider a generic quantization point A
with corresponding decision region (1A — A/4,iA + A/4]. Tt is clear that, for
equiprobable symbols, the weight of fg(s) over this region should be

N . A Al . A . A
alP<x€<1A4,1A+4 = Fy 2A+Z — Fx zAfZ . (13)

This weight is composed of three components, namely a portion equal to a;/2
formed from host points falling in the region already associated with the correct
corresponding message bit (i.e. s = x) and two other portions formed by trans-
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« [3], is plotted for reference. 0% =

1.0, A = 1.0, e = 0.05.

formations from the adjacent decision regions, which, it can be seen, are equal
in expectation to a;—1/4 and a;11/4.

We now have that for the embedding to be perfect, the following must
hold, a; = @;—1/2 + a;+1/2 ¥V i € Z. In general, for a given fx this is not
the case with the result that Dy, > 0. If fx is uniform then the problem is
avoided but this, of course, is a generally not the case. Now, under the flat host
assumption the difference in weights between adjacent bins is zero and this holds
as a good approximation if 0% > o%,. As such we adopt this approximation in
all further analysis with the result that fs(s) = fx(s).

In practice the problem can be circumvented by calculating a; for each bin.
When the normalised number of samples in the bin reaches this amount any
remaining points must be either embedded in a bin further away (increasing the
embedding distortion) or embedded with the wrong bit (increasing the errors
in the communication). Either option results in a loss in achievable rate for the
scheme. Hence the flat host assumption gives an upper bound for calculation of
the rate of this steganographic method.

Now, to analyse this watermark we first assume that z is not lying in the
correct region for the corresponding b. The embedding can be considered as a
standard DM embedding with an additional stochastic element which we denote
as D. We can therefore write the following transformation for the jth sample, s;,

b; b;
sj = + QA(x»—A—J>—a:4—|—A—J)+d<, (14)
j=ar+ (Qa(m-agg) -magg) +o
where d; has support range (—A/4, A/4] and where we assume from here on that,

without loss of generality, b; = 0. Let Qa(z) = A with the appropriate value of
1, and the probability of the host lying in the region around this reconstruction



point be given as a;, from (13). Then the pdf of D can be seen to be

fold) = — - fx(iA+d), de [—é,é) (15)
a; 4" 4

Next we have the quantization error, e = Q A(x) — z, usually taken to be uniform

over a quantization bin. Here however we have a slightly different scenario. It

has been noted that quantization only takes place if % > |z —iA] > %. Then

the pdf of the quantization error is given as the following,

frle) =4 2 S\ (iA+ AJ4iA+A)2)
0, otherwise.

2 G{hA—AﬂJA—AM)

Given that the quantization error is independent of D, this portion of the water-
mark pdf is given as fg(w) * fp(w). This calculation is straightforward but the
resulting pdf depends on the absolute value of x. However, the effect is minimal
if A? < 0%. In this case an approximation of uniformity in the quantization
bin is adopted in (15), simplifying the analysis considerably. To finalise, the pdf
of the watermark the case when s = x must be considered. It can be easily
seen that this contributes a Dirac §-function to fyr. We therefore obtain fy as

fw(w) = 5 (6(w) + fe(w) * fp(w)).
4.2 Comparison of SQIM and DM

Here we discuss the tradeoff in achievable rate and statistical transparency be-
tween DM and SQIM. In Fig. 4 an example of the pdf fy (w) for SQIM is
presented for the theoretical simplification alongside an empirically obtained
histogram. This pdf has the shape of two trapeziums either side of a Dirac §-
function centred at zero. Using the approximate pdf the power of the watermark
can be easily obtained as E{w?} which after some calculus gives o3, = A?/12.
This power is the same as DM embedding power (i.e. the power of the quanti-
zation noise) and leads to a direct, fair comparison between DM and SQIM. In
terms of capacity it results in the fact that SQIM can never outperform DM.
This is due to the fact that in DM all of the embedding power is used to transmit
the message but in SQIM only a proportion of the same total power in used for
the message. The remaining power is used to compensate the shape of the pdf.
To see what this proportion is we can simply compare fp and fg above (the -
function in fy contributes no energy). It can be seen that % = A?/96 while
0% = 7A?/96. The total power is of course the addition of the two variances
as both signals are independent. It can now be seen that in SQIM 1/8 of the
embedding power is used in the pdf compensation while the remaining 7/8s is
actually used in the message transmission. Thus the capacity of DM acts as an
upper bound to that of SQIM.

Another important observation is the fact that DM does not achieve complete
host signal rejection in the presence of noise whereas DC-DM almost does. It
can be seen that under moderately high noise conditions the performance of
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Fig. 5. The achievable rate R, calculated using (7), for SQIM (dashed lines) and
DM (continuous lines). Two separate HWRs are plotted to emphasize the fact
that the rate is a function of the host signal power. 0% = 1.0.

DM falls off considerably in comparison to DC-DM. This indicates that there
is a threshold noise level below which the achievable rate of DM tends to zero.
It also indicates that reducing the HWR for DM and SQIM will increase the
achievable rate of these embedding techniques. This fact can be seen in Fig. 5.
The implication of this is that it is not possible to communicate using SQIM in
high noise scenarios. In the next section we will se how the same effect can be
seen to apply to a generic N dimensional scheme designed along the same lines
without the use a secret key.

5 Capacity of Perfectly Secure Steganography

In previous sections we have seen that the achievable rate of some scalar side-
informed embedding schemes is reduced when steganographic security is re-
quired. Here we will examine the capacity of the steganographic channel with
the use of a sphere packing argument in the case where non-fixed codewords are
used at the encoder.

5.1 Stochastic QIM Analogy in N Dimensions

As described in Sect. 4 the basic premise of one dimensional SQIM is that ev-
ery point in R is a possible codeword with a probability of each s € R given
by fx (i.e. the codewords are random, not fixed). The transformation (14) con-
tained a stochastic element, D, which compensated the pdf of the stegotext
such that fs = fx. We now extend this idea to a higher dimensional space.
Consider X € RM. For fx iid Gaussian, the distribution of X is uniform on the
sphere of radius y/No?% with high likelihood, for large N [15].

Let the sphere of radius \/No3, around x be denoted Ty as before. All
points on the surface of Ty have the same probability as x so any point in Ty,
can be transmitted without altering the host pdf. Now, applying the procedure



Fig. 6. A schematic representing the sphere packing argument for steganography.
All points in Ty are valid codewords but only those contained within the spheres
of radius \/No? are reliable.

outlined in Sect. 2.2 we can fill the sphere, Ty 4y, of radius \/N (o3, + 0% ),
with codewords to calculate the capacity. Following the SQIM idea, it can be
seen that all points s lying on Ty must be codewords, with the result that none
of said codewords are reliable for a noise variance o3, > 0.

To manufacture reliable codewords we do the following for a particular mes-
sage b. Consider a noise sphere, Ty, of radius /Noi in Twyy. Now, form
a sphere at the centre of Ty such that all codewords in the new sphere, T¢
of radius o, are reliable. We now have that Ty is filled with spheres of ra-
dius \/N(o?, + 02). The idea is illustrated in Fig. 6.

Assume for a moment that O'% is known such that reliable communication is
possible. Then the achievable rate of the channel is given as 2VF = (N (03, +
o3))N? /(N (o0& +0%))N/?, which gives R = Llog ((03, + 0%)/(0Z + o%)). This
suggests, for 0% > 0, that Costa’s capacity is not achievable under stegano-
graphic conditions when non-fixed codewords are used at the encoder. It also
implies that there is a vertical asymptote in the achievable rate curve, similar
to those seen in the rate plots for SQIM, Fig. 5.

Now consider the value of the parameter 0. It must be chosen such that the
probability of error at the decoder vanishes as IV tends to infinity. Simple limits
on the actual value of 0% are formed as 0 < or% < UTZ/V. It can be seen that this
upper limit corresponds to the case of all codewords in the allowable distortion
region corresponding to just one message. This will give a zero achievable rate
which goes some way to explaining the sharp falloff in the achievable rate of
SQIM shown previously.

6 Conclusion

The issue of robust embedding for the steganographic channel has been exam-
ined. It was seen that the achievable rate of DC-DM is constrained when stegano-
graphic secrecy is required. The optimum value of the Costa parameter o was
also seen to be restricted for this channel.

An analysis of an approximately statistically undetectable technique, namely
Stochastic QIM was also undertaken. It was shown that the achievable rate of



this technique is bounded by that of DM. Also noteworthy is a vertical asymptote
in the achievable rate at a particular WNR. The location of this asymptote was
shown to be dependent on the HWR.

Extending the idea behind SQIM to N dimensions indicated that a similar
asymptote exists for a more general steganographic embedding scheme utilising
non fixed codewords. The location of the asymptote however remains an open
topic.
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