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Abstract- Current complex distributed enterprise systems
with performance requirements can be difficult to design
for even the most experienced system designers.
Shrinking development cycles exacerbate the problem as
developers are often compelled to treat performance asan
afterthought, a matter of production tuning to be
accomplished after the system has been coded, integrated,
functionally tested and deployed. Consequently enterprise
systems often suffer from severe performance problems.
We propose a framework for automatically detecting and
assessing the impact of poor performance design
(performance antipatterns) in component based systems,
using a combination of run time and static analysis. The
framework consists of four modules (a monitoring
module, a detection module, an assessment module and a
visualization module). The framework borrows
techniques from the field of Knowledge Discovery in
Databases. We intend to instantiate the framework for the
Enterprise Java Bean platform.
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I. INTRODUCTION

Complex distributed enterprise systems with performance
regquirements can be difficult to design for even the most
experienced system developers. There are multiple issuesto
contend with eg. security, maintainability, reusability,
transactional integrity, performance, etc., when designing
such systems. Contextual component frameworks such as
Enterprise Java Beans (EJB), Microsoft .Net and the
CORBA Component Model (CCM) alleviate some of these
issues by providing reusable standardized services and
reliable runtime environments. Such platforms allow
developers to concentrate their efforts on fulfilling
application requirements rather than spending time
developing the underlying infrastructure. Nevertheless,

enterprise systems dtill prove extremely complex and
difficult to design, as these systems tend to be very large.
As aresult it can be difficult for developers to completely
understand the performance impact of their design
decisions. The use of Commercial Off The Shelf (COTS)
components may exasperate the problem of completely
understanding system behavior, since the internals of such
components may be unknown. Also, while performance
decisions should ideally be taken early in the development
cycle, system designers squeezed by shrinking devel opment
cycles, are often compelled to treat performance as an
afterthought, a matter of production tuning to be
accomplished after the system has been coded, integrated,
functionally tested and deployed. As a result of using
COTS components, time-to-market constraints and the
complexity of enterprise systems devel opers may not have a
proper understanding of the system design from a
performance perspective and consequently complex
distributed enterprise systems often suffer from severe
performance problems. The next section gives a brief
introduction to the field of data mining and knowledge
discovery in databases, followed by the detailing of our
monitoring, detection, assessment and visualization
modules. Section 11l discusses some preliminary results.
Section 1V looks at related work and Section V presents the
current status and future work. Section VI gives our
conclusions.

[1. PROPOSED SOLUTION

We propose a framework for automatically detecting and
assessing the impact of poor performance design
(performance antipatterns [1]) in component based systems
using a combination of run time and satic analysis, by
applying techniques borrowed from the field of Knowledge
Discovery in Databases (KDD). While current performance
tools tend to generate massive amounts of data that can
prove overwhelming when trying to locate the cause of
performance bottlenecks, our approach makes sense of such



data, and through processes similar to those used in the
field of KDD presents the discovered “knowledge’ in
readable, familiar formats, pin-pointing performance
problems within the system and their underlying cause. Our
solution is applied to a running system in order to detect,
assess and visualize performance antipatterns that may be
present in the system, and can be applied both during the
development cycle and to systems in production. Therefore
modern software development practices, that require a
running implementation of the system at each iteration of
the development cycle (e.g. XP), fit well with our approach.
The framework consists of four modules. a monitoring
module, a detection module, an assessment module and a
visualization module (see Fig. 1).

A. Knowledge Discovery in Databases

KDD [2] combines techniques from machine learning,
pattern recognition, statistics, databases, and visualization
to automatically extract concepts, concept interrelations,
and patterns of interest from large databases. The basic task
is to extract knowledge (or information) from lower level
data (databases). The basic tools used to extract patterns
from data are called Data Mining methods. The process
surrounding the usage of these tools (including pre-
processing, selection, and transformation of the data) and
the interpretation of patterns into “knowledge’' is the KDD
process. KDD systems alleviate the problem of manually
analyzing the large amounts of collected data which
decision-makers face currently. Data mining is currently
used for such tasks as exploratory data analysis, descriptive
modeling, predictive modeling, pattern discovery and
retrieval by content. We are currently interested in using
data mining techniques from the field of pattern discovery.
Agrawal et al. [3] introduced a class of regularities,
association rules, and gave algorithms for finding such
rules. Association Rule Mining (ARM) is the process of
finding relationships among attributes in large databases.
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Fig. 1. Framework Overview

The exemplar application of ARM is market basket
analysis. However, ARM can be applied to any activity
where a large amount of data is available and we suspect
that there might be something interesting in that data. We
intend to apply association rule mining to the task of
detecting poor performance design.

B. Monitoring Module

The goal of the monitoring module is to collect run time
data for each component in the distributed system. The
monitoring module collects the method calls (and their
related performance data) made by each component.
Method calls from different components are aggregated
into their related business transactions. The aggregation of
the method calls in this manner gives a transaction centric
view of the system. Performance tools such as [4] and [5]
can perform this task.

C. Detection module

It is the responsibility of the detection module to perform
the data mining on the runtime data and subsequently
discover the performance antipatterns that exist within the
running system. This module uses the run time information
collected by the monitoring module as its input. We divide
the detection modul€’s activities into two separate phases.
the Association Rule Mining (ARM) phase, and the
Antipattern Detection (AD) phase. ARM is performed in
order to find interesting relationships and patterns within
the runtime data collected. The relationships that are found
during the ARM phase are expressions of the form X=>Y,
where X and Y are sets of items, or in this case, sets of
method calls. The intuitive meaning of such an expression
is that transactions of the database which contain X tend to
contain Y. X is sometimes referred to as the antecedent of
the rule and Y the consequent. The following is a formal
statement [3] describing the ARM problem performed in
the detection module: Let [={i,i,,...in} be aset of literals,
caled items. Let D be a set of transactions, where each
transaction T is an itemset such that T= |. Each transaction
has an associated unique identifier, called its TID. A set of
items X = | is called an itemset. T contains an itemset X, if
X' = T. An association rule is an implication of the form X
=>Y,where Xz I, Y< I, and XY= 0. TherueX=>Y
holds in the transaction set D with confidence c if ¢c% of
transactions in D that contain X also contain Y. Therule X
=> Y has support s in the transaction set D if s% of
transactions in D contain X IU'Y. The ARM phase of the
detection module discovers all association rules of
sufficient support and confidence. A number of ARM
algorithms already exist in the literature [6]. Once the
association rules are discovered, they are used as input into
the AD phase. Since a minimum support level is set when
performing rule discovery, rules that do not occur
frequently are disregarded and discovery of insignificant
occurring antipatterns can be avoided. On completion of the
ARM phase, the AD phase of the detection module inspects



the discovered rules and uncovers the performance
antipatterns within them. The AD phase is made up of three
components: the Antipattern Library, the Static Anayzer
and the Rule Selector. The Antipattern Library contains
descriptions of the performance antipatterns that are to be
detected by the system. The static analyzer obtains system
specific information from the deployment descriptors of the
system being analyzed. The rule selector inspects all rules
to identify antipattern instances that may exist within them.
System specific information is required by the Rule
Selector o that it can identify the antipattern characteristics
within the rules being analyzed. The required information
can be obtained from the EJB deployment descriptors,
which avoids the need to inspect the system source code.
Deployment descriptor inspection is performed by the static
analyzer and is advantageous since with the increasing use
of COTS components, system source code may hot be
available in its entirety. For every performance antipattern
in the Antipattern Library the Rule Selector inspects all
rules discovered by the ARM phase. Rules which contain
antipattern characteristics are marked as antipattern
instances. In order to detect instances of certain
antipatterns, rules at a range of support and confidence
levels may be required. Therefore, for certain antipatterns
the rule selector may request a further pass of the ARM
phase.

D. Assessment module

Antipattern instances discovered by the detection module
are assessed in light of the performance impact they have
on the system. Performance data collected during runtime
analysis, as well as the support and confidence levels (data
mining information) associated with the discovered
patterns, are utilized to compute the severity of each
antipattern instance for the current system load and at
different workloads. By analyzing support and confidence
levels, the trends in antipattern occurrences can be
revealed. Applying performance data to the discovered
trends gives the assessment modul e the ability to detect and
highlight how antipatterns affect the system at different
loads. Asaresult, even at low loads the framework has the
ability to detect antipatterns that may only appear at higher
workloads. Thisis quite advantageous since |oad dependent
antipatterns can often be overlooked during testing. In
many cases the testing environment may not be able to
simulate loads quite as large as those that would occur in
the production environment. The assessment module using
this information can calculate and suggest the optimal
refactoring that should be made to maximize system
performance pinpointing exactly where in the system the
antipatterns are occurring. Antipatterns document recurring
problems and mistakes made during software devel opment.
As well as documenting these problems, antipatterns also
document their solutions. Performance antipatterns [1], in
documenting the problem, list the performance principles
[1] violated by the antipattern. Thus, antipatterns help to
identify what is wrong with a software project and what can

be done to resolve these issues. Pin-pointing the existence
of antipatterns with suggestive refactorings and
explanations of the problem not only helps developers to
locate and treat performance issues within the system, but
also helps form a sense of performance intuition as the
underlying performance principle [1] being violated by the
antipattern is disclosed.

E. Visualization module

The visualization module of the framework presents the
discovered antipatterns in a graphical format using familiar
formats, such as UML, that developers can easly
comprehend. The required information for visuaization is
obtained from the assessment module.

I1l. RESULTS

In the following sections we provide a sample application
containing two EJB performance antipatterns and describe
how our detection module detects each pattern. Work is
currently underway to automate the process described.

A. Antipattern A: Fine Grained Remote Calls

A major cause of poor performance in component based
distributed systems is a large communication overhead
between the distributed components of the system. In many
cases this large communication overhead is a direct result
of bad system design. Often if performance issues had been
taken into consideration at the design stage, distributed
communication between components could have been
dramatically reduced. Related antipatterns creep up in EJB
systems in many shapes and forms. The problem is that
multiple fine grained invocations of remote session/entity
beans add the overhead of multiple network calls. A typical
example is the accessing of remote entity beans directly,
rather than accessing them through a session facade.

B. Antipattern B: Aggressive Loading of Entities

Entity beans are persistent data components, i.e. they are an
in memory Java representation of persistent data. Entity
bean data is loaded into an in-memory entity bean instance
by reading data stored in a database in order to manipulate
the data within the Java Virtua Machine. The procedure of
loading the data from the database can be a time consuming
process especially when entity beans are large objects with
numerous fields. The situation is not helped by the fact that
beans may be involved in inter-bean relationships.
Consequently, the loading of an instance of a single entity
bean may result in the loading of numerous entity beans
from the database, producing a large entity bean graph.
Thisis especially wasteful if the case is such that only afew
fields are actually needed. A common solution to this
problem is to lazy load the fields that are not generally



needed. Loading a complete entity bean graph is known as
aggressive loading and is a common EJB antipattern.

C. Sample Application and Detection Process

In order to provide a proof of concept of our detection
technique we have implemented a sample application with
performance related design flaws. The application can be
used to calculate employee’s income tax and a company
department’s corporation tax. It consists of two EJB entity
beans namely Department and Employee and an EJB
session bean Admin. A sample transaction file produced by
the monitoring module is shown in Fig. 2. and contains the
five different business transactions that can be performed

using the application. We have omitted the performance
datafrom Fig. 2. as for this example we are concerned with
detection of the antipatterns only, and do not assess their
related performance impact. We apply our technique to the
following list of transactions that were observed by the
monitoring module over a particular time period:
{Transactionl, Transaction2, Transaction3, Transaction2,
Transaction3, Transaction2, Transaction3, Transactiond,
Transaction5, Transaction4, Transaction5, Transaction4}.
The transactions are a result of the system user looking up
the Department entity bean in order to get the department
name, Id, wageBill and a collection of Employee beans
(transaction 1). For each Employee, employee details are
obtained (transaction 2) and a session bean is used to
calculate an employee's income tax (transaction 3). The
user next looks up a number of Department beans and
retrieves values for the department name and wageBill
(transaction 4) followed by a call to the Admin session bean
to calculate the department corporation tax (transaction5).
The ARM phase of the detection module inspects the
information provided by the monitoring module and
discovers all frequently occurring rules. Aninitial minimum
support value of 25% and a minimum confidence level of

Fig. 2. Sample Output from the Monitoring Module

30% is selected. The AD phase of the detection module
inspects the rules discovered, searching for certain
characteristics that may indicate the presence of
antipatterns. The aim is to detect the presence of the two
antipatterns described above. The detection of Antipattern
A involves searching the discovered rules for rules of the
form: X=>Y, where X is an itemset that contains one remote
cal and Y is an itemset that contains one or more remote
calls. Such antipattern descriptions are stored in the
antipattern library. The detection module requires system
specific information in order to be able to differentiate
between local and remote calls. The system specific
information can be acquired from the EJB system’'s XML
deployment descriptors. Deployment descriptors provide
information which alows one to determine whether beans
are local or remote. The detection module uses the static
analyzer to inspect the deployment descriptors and lists all
remote beans, and their respective remote interfaces. The
detection module, loaded with this information, inspects all
rules and marks rules that satisfy the marking criteria for
the particular antipattern being detected. The marking
criteriafor Antipattern A are;

1. If both the antecedent and consequent contain remote
bean invocations (through the remote interface) the rule
will be marked as a possible antipattern.

2. If two rules X and Y exist that contain remote cals in
their antecedent and consequent, where rule X shares the
same antecedent as rule Y, the consequent of rule X is a
subset of the consequent of rule Y, and rule X has the same
levels of confidence and support as rule Y, only rule Y is
marked as a possible antipattern.

The second criterion above prevents the marking of
multiple rules that point to the same antipattern or business
transaction(s). Applying the marking criteria to our sample
application our detection module marks the rules depicted
in Table 1. Rules 1 and 2 relate to Business Transaction 4
and Business Transaction 1 (Fig. 2) and state that “100% of
transactions that contain department.getName() also contain
department.getWageBill()” (and vice versd). This rule is
present in 33% of al transactions. Since these two remote
calls are always made together the number of remote calls
could be reduced using the Value Object (VO) pattern [10]
to encapsulate the business data and transport it from the
application tier to the client tier reducing the number of
remote calls to one. Rules 3-7 relate to Business
Transaction 2 (Fig. 2). Rule 3 declares that “100% of
transactions that contain empoyee.getFirstName() aso
contain employee.getLastName(), employee.getAddress(),
employee.getWeeklySales() and employee.getTotalSales’.
Rule 3 (rules 4-7 point to the same antipattern) is present in
25% of al transactions. Again Antipattern A has been
detected. In this situation applying the VO pattern would
reduce the number of remote calls from five calls to one. In
cases where the consequent is large, a significant reduction
in network traffic can be obtained through refactoring this
antipattern. The detection of Antipattern B involves,
detecting how often only a proportion of an entity bean’s
fields are accessed, detecting how often all of the fields of



Tablel.

Rule# | Antecedent Consequent S (%) C (%)

1 department.getName department.getWageBill 33 100

2 depar tment.getWageBill department.getName 33 100

3 employee.getFirstName employee.getL astName, employee.getAddress, employee.getT otal Sales,
employee.getWeeklySales

4 employee.getL astName employee.getFir stName, employee.getAddr ess, employee.get Total Sales, 25 100
employee.getWeeklySales

5 Employee.getAddress employee.getFirstName, employee.getL astName, employee.get Total Sales, 25 100
employee.getWeeklySales

6 Employee.getT otal Sales employee.getFirstName, employee.getL astName, employee.getAddress 25 100
employee.getWeeklySales

7 Employee.getWeeklySales employee.getFir sstName, employee.getL astName, employee.getAddress 25 100
employee.get T otal Sales

the same entity are accessed, and comparing these values to
give an idea of what fields should be ideally lazy loaded.
This requires searching the discovered rules for rules of the
form: X=>Y where X an itemset that contains one getter
method relating to a particular entity bean persistent field,
and Y is and itemset that contains zero or more getter
methods that belong to the same entity bean. Again system
specific information can be acquired from the EJB systems
XML deployment descriptors. The static analyzer inspects
every entity bean's deployment descriptor and lists all
persistent fields belonging to each entity bean. All rules are
then inspected with the following marking criteria:

1. If the antecedent of a rule contains a persistent field
getter method belonging to the particular entity, the rule is
marked.

2. If two rules X and Y exist, where rule X shares the same
antecedent as rule Y, the consequent of rule X is a subset of
the consequent of rule Y, and rule X has the same levels of
confidence and support asrule Y, only rule Y is marked as a
possible antipattern.

Again the second criterion prevents the marking of multiple
rules that point to the same antipattern or business
transaction(s). From the marked rules we select any rules
where the antecedent and consequent do not contain all the
getter methods that belong to the particular entity bean. We

refer to these rules as the small rules. If a smal rule is
found the detection module then searches for rules that
contain a higher number of persistent field getter methods
belonging to the same entity bean. We refer to these rules
as the large rules. A further pass of the ARM phase can be
performed (and may be required) in order to find the large
rules. If not found after further passes we can stop
searching for the large rules, satisfied that the large rules do
not occur above a certain level of support and confidence.
The small rules are compared to the large rules in order to
show the presence of Antipattern B. We applied this
technique to our sample application. The rules depicted in
Table 1 were marked when support and confidence were set
to 25% and 30% respectively. Rules 1 and 2 are small rules
and correspond to Business Transaction 4 and Business
Transaction 1 and declare that “100% of transactions that
contain department.getName() aso contain
department.getWageBill()” (and vice versa). This rule is
present in 33% of al transactions. Only half of the
persistent fields of the Department entity bean are covered
by rules 1 and 2. The detection module now searches for
the corresponding large rules. Since there are no
corresponding large rules in Table 1, a second pass of the
ARM phase of the detection module with lower support and
confidence settings is required. For the second pass we set
the confidence and support to 25% and 8% respectively.

Table2.

Rule# | Antecedent Consequent S (%) C (%)

1 department.getName Department.getWageBill 33 100

2 department.getWageBill Depar tment.getName 33 100

3 Employee.getFirstName employee.getL astName,  employee.getAddress, employee.getTotalSales, | 25 100
employee.getWeeklySales

4 Employee.getL astName employee.getFirstName,  employee.getAddress, employee.getTotalSales, | 25 100
employee.getWeeklySales

5 employee.getAddress employee.getFirstName, employee.getLastName, employee.getTotalSales, | 25 100
employee.getWeeklySales

6 employee.getTotal Sales employee.getFir ssName, employee.getL astName, employee.getAddress 25 100
employee.getWeeklySales

7 employee.getWeeklySales. employee.getFir stName, employee.getL astName, employee.getAddress 25 100
employee.get Total Sales

8 department.getEmployees department.getName, department.getld, department.getWageBill 8 100

9 department.getld department.getName, department.getWageBill department.getEmployees 8 100

10 department.getName department.getld, department.getWageBill, department.getEmployees 8 25

11 department.getWageBill department.getName, department.getld, department.getEmployees 8 25

5



Applying the marking criteria again to the rules produced
by the second pass of the ARM phase, the rules depicted in
Table 2 are produced. Rules 10 and 11 (large rules) from
Table 2 correspond to Rules 1 and 2 respectively, (small
rules) from Table 1. A comparison of the rules highlights
the presence of Antipattern B, since (from Rules 1 and 2)
100% of transactions that contain department.getName()
also contain department.getWageBill() (and vice versa),
however (from Rules 10 and 11, Table 2) only 25% of the
transactions that contain either department.getName() or
department.getWageBill() contain getter methods for all
persistent fields. If no large rules were found with support
of 8% and confidence of 25% we could have been satisfied
that while 100% of transactions that contained
department.getName() aso contained
department.getWageBill(), less than 25% of transactions
that contained either of these two getter methods also
contained all other persistent field getter methods. In this
example scenario a performance improvement can be
gained in 25% (33-8) of all transactions by lazy loading the
Id and Employees fields, however 8% of the time a
performance hit will be taken when the Employees and Id
fields are requested and the information has to be obtained
from the database. We intend applying this technique to
detect awide range of EJB performance antipatterns[9].

IV. RELATED WORK

Previous approaches to pattern detection have generaly
been focused on design recovery [7][8]. Earlier approaches
[7] were restricted to static analysis techniques. With the
dynamic nature of current component technologies static
pattern detection is not sufficient. More recent approaches
[8] have combined the advantages of static and dynamic
analysis to overcome this problem and improve design
pattern instance recognition. In general source code is used
as the basis for the static analysis. However, with the
increasing trend towards COTS components, the entire
source code of a modern component based systems may not
aways be freely available. Our approach also uses a
combination of static and dynamic data. However we
overcome the issue of source code availability by extracting
any static system information we require from the system
deployment descriptors which are deployed with the system
Also, in contrast to [8] where the aim isto find all instances
of a given pattern, our approach aims at finding the most
frequently occurring instances of a given pattern, since such
instances have a more substantial impact on system
performance. The related approaches attempt to uncover
design patterns in the system, as performance engineers, we
are more concerned with the detection of performance
antipatterns [1] within the system. While design patterns
(and antipatterns) are generally concerned with software
quality attributes such as reusability and maintainability,
performance (anti)patterns, are solely focused on
performance concerns. We are particularly interested in
EJB performance antipatterns[9].

V. CURRENT STATUS & FUTURE WORK

A proof of concept of our detection module has been
implemented. An implementation of the assessment and
visualization modules is currently underway. Research into
the area of data mining techniques is in progress with the
aim of maximizing the efficiency of our detection module.
Emphasisis also currently being placed on looking into the
field of data mining in greater detail to see how it could be
further applied to extract valuable information from runtime
data. Finaly we plan on applying our framework to a
typically large e-commerce system.

V1. CONCLUSION

We propose a framework to automatically detect and assess
the impact of poor performance design in component based
systems. Our solution is applied to a running system in
order to detect performance antipatterns that are present in
the system. The framework consists of four modules a
monitoring module, a detection module, an assessment
module and a visualization module. We have presented an
approach to detect the presence of performance antipatterns
using techniques borrowed from the field of data mining
and KDD. To the best of our knowledge we are the first to
apply such techniques to the task of performance
antipattern detection.
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